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Crimes on the Internet

Pol.Col.Surat Saruang*

Abstract

Cybercrime is a growing problem. Also, it is a relatively new
field of criminology. This study focuses on cybercrime in the unique
online environment of Thailand, including online shopping scams,
money transfer scams, data thefts, and hacking and malware threats.
Objectives of this study are: (1) to describe modus operandi of
different types of cybercrimes in order to understand those cyber
threats, (2) to study the guidelines for investigating the cybercriminal
cases, and (3) to study how to protect people against social media
scams. This qualitative research was conducted by interviewing
twenty-five police officers and officers from the Department of Special
Investigation.

The results show that: (1) modus operandi of different types
of cybercrimes are mostly conducted by offenders who have computer
skills and understand weakness of the victims to lure unsuspecting

victims into sending them their confidential data, This process is

*

Faculty of Forensic Science, Royal Police Cadet Academy
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known as “Social Engineering”, (2) Investigating computer crimes
is successful because national and international cooperation and
the providing of digital evidences, and (3) The guidelines to prevent

cybercrime can help people to be aware of those cyber threats.
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