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Abstract

The objective of this research aims to develop a malware detection and alert system in
potentially dangerous files or links sent via the LINE application, using VirusTotal technology to
analyze risks through scanning with multiple security systems. The system is designed under the
name of SecureLine to quickly and accurately check and alert users about risks using 1,000 samples
of data, consisting of 840 links and 160 files, to enhance cybersecurity.

The results of the system performance evaluation test using 1,000 samples of data to
check files or links communicated via the LINE application showed that the file and link safety
results were 95.00 percent, meaning that the system can effectively detect risks of potentially
dangerous files and links. In particular, when considering the results of the system analysis from all
samples, checking the number of 840 links, the safety results were 95.24 percent, which is higher
than the general average. And checking the number of 160 files gave a safety result of 93.75
percent, which is still significantly and clearly effective in checking file safety. In addition, the results
of the study also help understand the operation and efficiency of the system in real situations and
provide important information for future system development and improvement.
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fFunction processinputText(text, ewvent) {
const ckURL =
text . .matchi

SCFrhttps 2 iAW LANS T+ | Qe L [0S ]+ | Chttps 2 s LR ]+ ) | Cwiew - [~n ]+ 20 g
S I T o
return ckURL.map{ (url) => {
tTry {
const params = i
url: wrl,
const apilrl = "https:/ /feww.wirostotal.com/apilfv3dfurls";
const options = {
method: "“post™,
contentType: "applicaticn/x-wiww-Form-urlencoded™,
headers: {
“x-apikey™: WIRUSTOTAL AFI_KEY,

;:vay_l::va::l: EBuildurlfPFarams (params),

const response = UrlFetchapp.fetch{apiurl, option=J);
const jsonresult = JIS0OM.parse(
response.getlontentText(])
J.data.id.toStringd);
const result = jsonresult.split(™-"3[1];
const output = getVirusTotalDataURL(result, ewent);
return output;
¥ catch {(errorl
return error . message;

3P
Ffunction buildurlParams(params) {
return Object.keys{params)

.mapf (key) => key + =" + encodeURIComponent{params[key ]}
cdodin(TET i

fFunction getvirusTotalDataURL((result]) |

const wurl = "https:iy fwaww.virustotal.comfapi/ w3 urlsy"” + result;
const headers = {
accept: "applicationsison”,
“w-apikey”: VIRUSTOTAL_API_KEY,
const options = {
method: “get™,
header=s: haaders,
try {
let response = UrlFetchapp.fetch{url, options);
Let jsonResponsese = J1S50M.parse(response.getContentText()};

return jsonResponse;
¥ catch {(ereorc)
return Srror.message;

Ul 1 dundsedddnvesiusunsuiililumsnsaseumnutasndouazeuideswesdan Tngld
Virustotal APl (Virustotal, 2023¢) Tsunsuilldlunsasivdeuanulaonsouwayanuideswosass Ingld
Virustotal Ipduuududiunilwesszuuililunsnsissouanudasniovesdaiiglddemnsiu LINE
Messaging APl Tngld VirusTotal APl titeTias1zsrindsfivaniudimudenidoll ssuuimnyautu
NMATEIUNIRTIRTULarkisfeudeanauleuaswuusnlulia iy processinputText() 14 Regular

sal

Expression (RegEx) Tumsduguazsaarifigunun hitp, https, 138 www. andeaudiglidean udads
Aarfvaiiilugs VirusTotal API iievenisiesest Ingldidive HTTP wuy POST dsfioyaargnuiantu
application/x-www-form-urlencoded w1uisAguU buildUrlParams() Lﬁadﬁauﬂaaamgnéfaq wdaandu
flari#u getVirusTotalDataURL() a¢ld Token (id) 7ilé5uann APl iefawanisiasest wu ananinidede
yosdaiuariuedesilefiudvindusunse neufisdimsudadoudldsinu LINE Renfuanudsses

faitiu Msvihanuvesssuuiinediuanudasadelunisdoaisiiu LINE lnensudadeugldineaiuieni

anafudunse Fumnzdmiunisfnwuasimunaiosdislunslesiuteanaulaues
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function processFileContent(messageld, name)} {

const LineEndpoint =

"https::/Siapi-data. linse.mes/vw2 /ot messages” + messageld + “JScontent™;
const LineResponse = UrlFetchbappe . Ffetchd{lineEndpoint, {
headers: 4
Aauthorization: "Bearer " 4+ CHANMEL ACCESS TOKEM,
¥:
Ty
const blob = lineResponse.getBlob{l;
CoOnNsStT ouTput = getwirusTotalODataFile(
bBlob.getBytes{0 .,
name

blob.getContentiyvze ()
bl
return cutput;

catcoch {errmorl {

return error.message;
Function getwvirusTotalDataFile{fileContent, FileMame, contentType} {
const url = "https:/  fwea . wirustotral  com apifwis i Ffilaes";
constT boundary = “boundary__ " 4+ Utilities.getuuidd();
const pawyload = Utrilities.newBlob(
- e
boundary -+
B
"Content-Disposition: form-data; name="FfFile"; Filemame="" 4+
FileMams +
Thrhn T s
“Content-Twee: -+
contentTyze +
Thrhnhrhn T 4
filedContent -+
i W Rl
- e

boundary +

23

constT options = {
method: "POST™,
headar=s: {
Tx-@pikewT: WIRUSTOTAL APl KEY,
"Content-Type™: "multipartsSform-data; boundary=" <+ boundarw,

baylnad: pavload.getBvtes(].

T

const wirusTotalResponse = UrlFetchapp.fetchi{url, options);
const analysisId = AISOM.parse(wirusTotalResponse.getfonmtentText(J}.data.did;
const analysisResult = getWwirusTotalAnalysis{analysisTd);

return analvsisAResult;
catch {errorsl)
return ercor.message;

Function getvirusTotalanalysis{analwvsisIdly 4

const wurl = "https: / fiweww .. wirustotal . comfapisvIfanalysesys" + analywsisId;
const headers = {

Ul 2 dundsedddnvesiusunsuiililumsnsaseumnutasadouazeuideswedlg Tagld
Virustotal APl (Virustotal, 2023¢) TWsunsuiildlunisasageunnulasnsouasanuidesesing Tngld
Virustotal Tanilandu processFileContent() waz getVirusTotalAnalysis() Tuaideil funumdagylu
nsessimudsanlndiglddsihuwoundindu LINE Tnsszuuasld virusTotal APl Tunséuinan
W& myavaeuliawis wasfmadnseiuuudnlud® tnglndsing 9 1Wu PDF wie ZIP asgnuasdudeya
Tuguuuy multipart/form-data tielansnsadasin HTTP ldmanassiu wieuuuudeuazvinvedlild
9nifuazds analysisid isldluniaidenualiasizsiann VirusTotal API Sunouimuniigneonuuuls
mnzanfunsiauasesioudafeuitlowesluriunnslénuais Tnsemzuuunanvledy LINE 3

Pafinanuiulawasanudasadeliuidldnuldegiaivsydnsam

o o
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