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Abstract

The academic article aimed to investigate the risks associated with the implementation of
Artificial Intelligence (Al) systems in law firms operating in Thailand. The study sought to
systematically identify, classify, and analyze the resultant core operational, legal, and ethical risks.
The findings revealed several significant risks stemming from the application of this technology,
categorized as follows 1. Risks from the application of Automated Al Systems in Law Firms: 1.1
Errors caused by unforeseen situations or “ Edge Cases,” which may lead to Professional
Malpractice liability. 1.2 Risks regarding data security breaches and privacy violations under the
Personal Data Protection Act B.E. 2562 (PDPA), especially concerning cross-border data transfer
scenarios. 1.3 Ethical risks arising from Algorithmic Bias which could potentially compromise
fairess within the justice system. 2. Risks stemming from the Ambiguity of the Regulatory
Framework Governing Al in Thailand: 2.1 The unresolved legal status of Al personhood (legal
personality). 2.2 Challenges related to jurisdictional clarity, which typically relies on the domicile of
the parties or the place where the cause of action arose. 2.3 Potential conflicts between the PDPA
and the Bar Council regulations concerning client confidentiality, where transferring personal data
to an Al platform for analysis could be interpreted as an unauthorized disclosure of client secrets to
service providers. In conclusion, the research summarizes the findings by proposing a risk
management approach utilizing the principles of the NIST Al Risk Management Framework (Al
RMF 1.0). This framework serves as a practical guideline for Thai legal practitioners to develop
their business, services, and continuous risk control mechanisms.

Keywords: Artificial Intelligence (Al); Al risk; Thai law firms
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