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Abstract

In the era of Industry 5.0, control systems in industrial plants are connected through
computer networks. Consequently, these systems have become primary targets for
ransomware attacks. Therefore, this research aimed to identify appropriate measures to
protect against ransomware threats for industrial control systems. It was a qualitative study
utilizing focus group discussions or targeted academic conferences to find ransomware
prevention measures and response practices for ransomware attacks within industrial control
systems. The results of the research were: 1) A technological diagram that illustrates the
relationship among Information Technology (IT), Operational Technology (OT), and Industrial
Control Systems (ICS) convergence based on the five-step framework of the National Institute
of Standards and Technology (NIST), under the U.S. Department of Commerce, and 2) A
practical model for implementation between IT Zone and OT Zone, with a particular emphasis
on databases and authentication, which are current vulnerabilities. This model was applied in
large industrial plants as a case study.

Keywords: Industrial Control Systems, Ransomware, NIST
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LUUNTZANY LaTSTUUAILANgUAkarSufinteya Sanuidssasdenisgnland Seanmsaiinduld
wioudulunansszuy 3so1adssansznusonisaiuinuvesgaainnssy iedestufonnaiy
Fanan Idhaueuasguiiduisensuunldidunumasujoa leun iasgruduleeadt (NIST)
135 (Version) SP 800-61r2 Wag SP 800-82r2 AmuakumsUfUaTmNzandmiunsuIms
Fan1saud auleesenineszuusdae (Purdue Enterprise Reference Architecture: PERA) 14181
wiAnlUNSLUSEIULATEUY (Network Segmentation) “Lmswmuauqmammam %'!uﬁul,l,mvm

[ ]

g lunisundeanardndanisunsnszanevesisanaunislaues neidun1sAnygngeumuainy

[ 1 '

Unonsdenan 4 Ussunn laud eageurenn3etig ssuudiinis yaains waenssuiunis

9
<

4) ueIneNuURUlaean (NIST)
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Tutadetiaznanfaunddeiituibuleweait (NIST) naneaddetliifuinbulewead W
UM T TUsEAnE nmdmiunisdianisuazananudssiuanuiuasiasndeloiues
pefns Al foRtannsnananudowiodeyn Funind uasuiulginistestuduain
UasnsoiiiarfinanusiulavesgnAiuazitusiing uazmevaussedeimunnisngung Tusnuide
w84 Udroiu et al. (2022, pp. 1-7) lanandudulewoad iWunuimenssnwanulasasslaives
dmsuszuumunugaannnssy Wumsudsn (Framework) fdsnunsiesizsinuidssuasnis
w1 a¥ 19T unInansgIu Auunil wIsUfoRTATan Tnswuamnanisldaulussuuaiunm
gravnssuildiunluannsausulfifeussidiueumdenuiuussanuuaendovetaadng wieals
Fuugiluudasduneudunisquanusiunsasademalsivesfidunnsgiu weliuilading
Snanuvasndvyaluueslumadiuddnldnseungu uazwnUfuRfiATgaliedmainvane

MUAFBUB Goodwin (2022, pp. 89-95) lananfivaniuuinsgiuskasinalulaguieys
Bulewead IHneundnseusudmiumsuiussanudaonselassaiafugiuiiddameanuiiuag
Uaensitlaiuasvest aa. 2014 pueneituisvnalul e 2017 uavessioilosauisd ana.
2022 nseuruianaldFunstaLITuInANTdiosE i TUIana1 e IEnS FRIE N LAY
maenyu vwhifuamasihiuddalldfusmdnni@siunamangmnela q Hagtu maseusu
nsevsmudulufemmariasla nseuanusiuasasadomslavesveaduleeait lisunsigay
wdriszaueudisalunisdesiumnnsaifunasiunsasadomalsue fauiidimue i
nsoumsauduloeailultlunsdAnvimatsnsd Faldigaiudritamnsausnniviean
uansznusuandsdeued uduaiuaidlasaiiugusunnuaenduluuesvetesdngls

TuaAdeves Stouffer et al. (2023) lainandudulaweait viasdu (Version) a1an (SP 800-82 Rev.

'
=

3) Faduwlsunidsn yadulufinsuuziuuimaljufdmsunissnumanudasademnaluladids

[
a wa a a =

U055 (OT) wsuIsnileSuiefalsnsshwianudasademalulagidalfifins Ingiiarsan
Formuaiuuszansam amnuindedie uazauvasnfefimnzay wsuisnldaseuaquszuy
wargUnsnifidnsalusunsuldvainuans dsdeansseninsduluaninuindendfufinng uasld
nandanesgluna (Purdue Model) Wuuuimsdnnuianyuasimuaseiunistesiuvesssuy
AuANgAAMNITITiANFUToU (Stouffer et al, 2023, pp. 71-75) Fahlfidmiiguaszuy

ansaumaansavhanuilwasdesiuguassananudaendelistamingay

I ada o
3TEUYUIBIY
msfneideluassiliduamAdedmunmienunnidesiuliawisenlanaenaude
U talunsulionslaudanndauafisendnlanslussuuaivaululsanugnamnssy Suumianig

Andendidsiunsaunuingu e desdusianisAnuluseiuUSyynivuly waslivsvaunisally
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FrumsnweusiuasUasndvogietion 1Y Fdrsmnsaununguiaaadiuiy 44 au us
sonilu 2 ngu laun

(1) Funuswhendnsuridulefiviedfndasruu f5um 13 au

(2) HauaszuunIonIANSANYY 91U 31 Au

1) uwaAany

puAMNiLkaTeuuzAnIAULLIMINTUFTRANS wazn1sumsdanis ienssnm
arusiunstaenfondauiiGenails wasnistioatuland wseonidu 5 mousmuduneuvendy
lowoait (NIST) Teiun

(1) Mmstvunnasnsausiuasasndlaues (Identify)
(2) msuntesguanindauasauina (Protect)
(3) AuasatunsasRInumaieauauleiues (Detect)
(4) nmsSuiladeanAu (Respond)
(5) nsnAuteya uay ssuundsnadeanauleiues (Recover)
2) mMsnuTIvTtoys
Tumsfnwideluaisdlddniudoyalunsaunngudenianedy (Google Form) way
Tuiinddleludiudifny islddeyansufunieunnuanfiulasdolausuuzianizanyuuesd
yanvaneludiuvessruuaululsanugaaunssy (ICS) auuumsifveaduloteadt (NIST) i
5 du ilethayhm s neideyauazagunaidunss
3) mMsAszidaya
deldtoasunnnmstssgumadnnisnguidmanedimussieaunuingy wieuialddoya
AmuAnLiuLa N snoUTeAnmaINgId1smaununguRunLAanesy Falddeyansudau 91

YUNBINVAINVAEVBIELTEIYEY e lUTisizsimuuImanstesiu

NaN1578

AENTRLALAINTLIYIYVOIFITIUNTAUNUINGUNIUA 44 AU LALARIFInITI97 1

M19197 1 wanstoyaniiusyaun1sallie Iy INauILINGY

G sEAUNISANE Jiiszaunisal TufusasanusiunsUaanfemaluiues
Uszaumsal Usaygyn Weavaluday (Cybersecurity Certifications)
Feavny
(P=44) a3 m n ngul ngu2
P1-P3 - - 3 - 3 3 CompTIA Security+ (Plus), ECSS, PECB

DPO, CCDP, and CEH
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Kl sEAUNISANEN Jiiuszaunisal TudusasanusiunsUaanfemaluiues
Uszaumsal Usaygyn Weavaluday (Cybersecurity Certifications)
Feavny
(P=44) a3 m en ngul ngu2
P4-P18 - 15 - 5 10 9  AZ-500, AZ-900, SC-200, SC-300, SC-400,
SC-900, DP-900, AI-900, CompTIA
Security+ (Plus), AZ-104, CISSP, and
CEHV11
P19-P44 26 - - 8 18 14 VCP, CHFIl, CompTIA Security+ (Plus),

CompTIA Pen Test+, EICSS, ACE, ISC, PEN
Test+, CCNA CEH, CASP, CHFI, and ECSS

INMTAUNUING NI LA UTIUTINTOYaNIN15N15TAT ISR 0YaLUULTIAMAINGN
wannsuuInsUgURvedulowoadt (NIST) v 5 dw lnelddeasuileniluusiazdunounuinis

Jaafusdenndawrssenanlaselussuunivauenamnssulunnss dail

A13199 2 asun1saunungy (Focus Group) tnglduuimeufifveaduleoead (NIST)

asunsaunungu (Focus Group) laglduuameufjifiveadulaieadi (NIST)

WUIAIMNEUNUINGY

ayudayaannisaunuings

1) mﬁzymwmﬁmﬁmﬁm
Aatuuinouiiawmes
Joyanouiines seuu
Aoufiuneiieyaduiiiieades
AUTEUUADURIADS NTNIFU
WAETINTINNEVDIYAAA
(Identify)

1.1 MSUSMSIANISNSNERU
(Asset Management: AM)
1.2 MIAHEUNIIATINEDU
aNNLINA (Business
Environment: BE)

1.3 nsmiiugua
(Governance: GV)

1.4 nsnTvdaukazUseiiiy
AuLdssduLATaTe (Risk

Assessment: RA)

1. desdinisdanisszuunzidounswddu (Inventory) ludrumaluladarsauwma (IT)
walulaBl3efiRinng (OT) wagszuumuAugRamMnIsy (ICS) iszynindaunesuinisi
dfey msfinisasnaeunsfouninddy uardessuiduainundsediuaiutuns
Uaensieluiues edhatoedas 1 ads

2. swyanudseiionsvsiind uluudagiou iwu dauledt (M) daueendle (Office)
walwlaBil@eufuRns uagszuuaIvANERaIYngIH tokA 1A30U8 (Network) 135uies
(Server) warifioy (Desktop) wiufiey (Laptop) gunsallumaluladidsufjufinig saufa
Aldnunieluuaznieuen

3. in1sUssiduredduninagn1snagoulansssuy (Vulnerability Assessment and
Penetration Testing) 20819 191 va5 0ilod 0318Un15A (Up-Guard) lun1sawnu
avanduded wienwurihuumenisudlefiasdusey

4. fimsdansgliuinisnieuen (Third Party Management) saufian1stigunsaleng 9
Aunirdsuudaslsunisluuisn uazdrumaluladiGeufiinng uazssuuniuay
anamnssu wioutufinmanisell e

5. mssan1smsdnisivaenfsannisuenanigluledileu senilalsy uarlefilsy
WU MsideusereufinnesszuuAIoTIBuUULAL (LAN) wiomeving (Wi-Fi) n1sidnds
Fumnesiln (Internet) uounadindu (Application) Biua (Email) groadunatlasi (USB
Flash Drive) ugys (Bluetooth) iAsevneLEoudIuRI RO (Virtual Private Network:
VPN) wazgliusnisneuenidennassedunisliuinig (Service Level Agreement)
visooulvvesdyaniugliuinsmeuenliufoifmudnyanodaunssasa

6. N15U3N139AN1T (Governance) nsanuaulaule (Policy Setting) N15A1AUA

Ylauendnay waswanvandvsueenns Yatd@uawuznstesiussantawissenailea
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1.5 NMIMMUANALNSUIIS
Fansaruidss (Risk
Management Strategy: RM)
1.6 MIUIIMITANISAMEES
wslgguniu (Supply Chain
Risk Management: SC)

dmiussuumunugmavngsy (ICS) nnsainislaudiiinduaisainsiauasizondnlda
3Ulndennes (CryptoLocker) asAnslaia1saunisnud1Ay09518n15aunsng e
auysalasudunazgndesdmivnsdanisanud ssneluaninuwandouludau
walwlaBigaUAng wavseuumuauaaainnssy mitesiudegn siufiaihuifnli
\Folalasnsrasounnedng (Zero Trust) lunisuszifiuarandes msdanisvesind uas
nsfamuanudady waeiuludevinisiineusuyeainsusyalasuna ludwled
naenaudafvuadiuaulaendolauesnangumine wardotsdudifnadonis
U{UR WU anmanslasfivesiawifisensldasuindenines (CryptoLocker) e
anaudssnaifing Ideendetidvegiuasenialunisldgioadunadlasi (UsB
Flash Drive) LLazLﬁmuIamsJﬂmﬁ”ummLﬁlmlu%u’umuuﬁﬁﬁ&masmLﬂi&ﬂ%’m nioy

asnasuAnLUaenaislumninaiesdnsidieenmelusruumuangaannssy

2. wnsnistestuninudsdi
9199EinTY (Protect)

2.1 MUUANINTAITAIVANNIG
11819 (Access Control: AC)
2.2 MIASNAUATERENLAY
A1 NBUTU (Awareness and
Training: AT)

2.3 nstvunauiuag
Uaonsiurestaya (Data
Security: DS)

2.4 n3PUIUNTUIFITN
(Maintenance: MA)

2.5 darunaluladnistesiu

(Protective Technology: PT)

1. n3AIuAuNsEnTsesA nsdeadamszuudmiulesiunaznisinwianusuaa
Uaeaduifieniuuszavsnmlunmsianisanusiunsasnsty dosinisifununduiinmg
nSugsnaidderionun

2. MyafuANUATENiNEIUYIENT wagnsineusy nsdtaesnnnsalaiiougnlaud
femadiang q lawvesidnivesled (Cyber Exercise) dmiuidniiitled luwesnia
(Cyber Drill) dwduidmiiiuftanisluseniie uazludruveuneluladidsufiing
LagsTUUAUANERAMNTSY agaliasTay 1 Ads

3. st munenuiunsaeafovesdeya imsdansdisesdoya anu-assui s
drsestoyagunsniludiuvesnaluladidalifins uagszuumuaugaamnssy Javh
N55UIUN1ITANITIUE BuLUas (Change Management Process) Lﬁ'aauigmuaz
n3IvdoUANgNFBsBINIsAs I atszuUleTivivin

4. M3Un3esnY MsUTuUTITenuLas wazn1ssuianasaenfedndaslnifiingu
Vil

5. Savweluladnnsdestufiviuaioegns wu n15i1sadeya (Data Encryption)
FYUUNTIATU LLaxﬂaﬂﬁ’umsu‘ﬂiﬂ (Intrusion Detection and Prevention Systems:
IDPS) lnl$readsnuanulaensefiviednteauseundindu (Web Application) 910
nnslaudnisleiues (Web Application Firewall: WAF) szuudanisdeyauasingnisal
AuUaendie n5399U A58 LavnevauewasuaAnAuiuANUaensiElaag1el
UszAnS W (Security Information and Event Management: SIEM) szuutasfiunis
qeyv18vesdeya (Data Loss Prevention: DLP), uazn1sundesgunsaldarenia
(Endpoint Detection and Response: EDR) dotausuugnistosiudsaindawisisonan
16 (Ransomware) dwsuszuumuANgRaIMNTIY (ICS) MIoenuuuanIInenssuszUy
Tnefinstesuludeinldusoondu 5 dusall 1) nsdanisaanuvasndte (Security
Management) 2) AauUasaf8n19n18a1W (Physical Security) 3) a1uvasnafe
1A38918 (Network Security) 4) AuUasnfBue9813awIS (Hardware Security) 5)
audaenfevaweniuad (Software Security) lunistestuludsdndui 3 A
Uasnn a3 v (Network Security) 84An5813W91581 N1SHUIEIULAZAITUEN
iwdethelusuanulasnieiaiedny wu esgluina (Purdue Model) titerduuuamia
Tunszuaunisesnuuuuazdanstosiuiimnzay aunsatiedesiusazananuides

NN5IRNF n5eFunNsdsRRaUnRmessuUNsEududnuwuuraedady (Multi-

10
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Factor and Password Authentication: MFA) Tun15u18 suaUnaiadu (Application)

Jumaluladi@elJUAnig (OT) wagszuuatuaugaamnssu (ICS) nieudesiunis

v

d
goydedeyamenisdsesdeyanvueenladnuvdnnisa-gosvils 3-2-1

U U

3. UININTATIVEDULALLAN
seiufoananumslaiues
(Detect)

3.1 MIATIRIVMANITS Lo
ANURAUNG (Anomalies and
Events: AE)

3.2 NMIRTIVEDUATUAINM
SfunsUaensvegsieios
(Security Continuous
Monitoring: CM)

3.3 NILVIUNTNTINY

(Detection Processes: DP)

1. mmﬂﬂﬁauLLazLﬂﬂiz’i’dﬁﬂﬂﬂmmm’ml‘dmai‘ (Cyber Threat Detection and

Monitoring) fiasasenalnuaznszuiunIsiiiansiadumgnisal n1sdauseinnuag

oA

Aaseiivgnisal msseyddeanaiunidlees viemanisaliieaiuanuiuag
Unanseleiveinmun
2. MInsvaeuAuANuiuntaendedosdniunismuniunalnuagnszuiunisedne

Teslay 1 ASS

s

3. N5EUIUNSRSIATU USuldieSasiiediviuativedn wuealaddy (SIEM) Londaans

s

(XDR) 87213 (EDR) wartodalatanns (SOAR) Wiaui1vunfns1adouwaswi lulaniuuay
Anvuall Jarausiuznistesiudsaindawisisenaila (Ransomware) dmsussuu

AuANgnaInnTsu TudiuvesssuuuuRng (Operating system: OS) #30 TUsunsy

wa

dulngidinsdradelunsldlusunsudesiulisa msnsisduenadesdduuimeujia

U
Ay wazfansivaeuaNiiuld sgudy tasesdalendfeninliusnisatduayuy

Yeauanizaesszuumunugnamnisy Jo17iidndiu awaans (TXOne Stellar) veq
wsuabkulas (Trend Micro) (Kobialka, 2023)

4. 3psNIRTymalonsaa
wusfeanAUnIleues
(Respond)

4.1 NNTINBHUNITADUEUD
(Response Planning: RP)
4.2 nMsdeans
(Communications: CO)

4.3 MTUATIEA (Analysis:
AN)

4.4 MIAUANYUAKLALIINA
(Mitigation: MI)

4.5 MsuTulse

(Improvements: IM)

1. Lm%’uﬁama]miaﬁﬁwummfumﬂaamﬁalmua% (Cybersecurity Incident Response
Plan) fiufidnvindumeu doans fnden numuuardiuuzliar 1 adwFeunnndy

2. wwumsdeanslunneings desdaiununisdearslunnzingaiiiensuaussse
Ingaiiinanmnnisalld

3. Tindeunusiunsuaensielaiues (Cybersecurity Exercise) Munmau wazUiuusteda
fostay 1 ade

4. MInTRdeukazn1sRauauawamnnsalnslguasuaglilinidleiues (Cyber and
Non-Cyber Event Handling) izqLLamj’wLLuﬂmslmiaiﬁLﬁmﬁuﬁdamaﬂszwmaww
AIVANDAAIMNTTU MINLKWKTEYe Tarausuurn1stasiudsandawisisenaile
(Ransomware) dvSuszUuAIUANGAAMNTTH (ICS) LAZLHUNMINDUALDITEANAINNI
lwues (Incident Response Plan) 1ty Msioans MsliaTzy nMsmuALgiaLazSIin
vouansyngnlawd WWudy snduiUszaumsaifiing uasanusuus venani
osdnsmrsfiansan yaansiisndu sufminensiamelusasaouenlfluususessy

nseuilugsnaegeseiiies (BCP)

5. mmsms%’ﬂmuaﬁy\luﬁmm
Lﬁauwﬁtﬁmmﬂﬁa@ﬂmumq
letues (Recover)

5.1 NFINUNUNMIAAY
(Recovery Planning: RP)

5.2. M3UTuUss

(Improvements: IM)

1. §mviunundudelloamnsgsiia (Business Continuity Plan: BCP) asdaaauliuyledn
ndenogadoslas 1 ad iioUssifiudssavinmusaununuiitual

2. unasjAudrses (Disaster Recovery Site: DR) vntsdisasdoyaaniuiidulasdui
wagdrsosteyanundnnig aw-aed-nis lunsiAuanindeya desiinisimun
szozafidfyvessrezsinamgavsinfivouiuls (Tolerable Period of Disruption:
TPD) su"NL’Jmﬂ’]imm%i’ﬂﬁaau%ﬂﬁqaqm (Maximum Tolerable Period of Disruption:
MTPD) Amusdmaneatdmsunisg Aussuulinduunldauls (Recovery Time

°o v o o v

Objective: RTO) W¥auinungaIa1dIAyd M ULHUNISH AUTEUU (Recovery Point

]

Objective: RPO) 1¥usiu Asfiununtsnaaeuiteyasdtoslag 1 ASs

il
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5.3 #9715 (Communications: 3. WkufAuanmasufiamesmuaumaluladifsufuanig (OT) wazszuualuAm
. . Y 9 9
° o a3 = <
CO) guavnsIu (ICS) msdrsesdayavesefnasgunsallussuuamunulas 1 A
4. m3damsimanisaliuanuduaslasadeleiues (Information Security Incident

o

Management) finsivundannasseaudyansiiuinig (Service Level Agreement:

17

cada a A

sLA) Tunszuaunsuimsdanismansaliiiaund ieanusimslunisuddymniy
wpuaudi el 3l

5. finszuaumssidunisiunnisaliidinansenuiroussdenisdnduanugsialudou
sruUmUANERaMng L Talausuusnistesiudvaindauasisendnla (Ransomware)
Y9938 UUAIVANGAAMNTIN IilA 1) MTIUEUMIAUTIENImMINeInInelulay
Meuen AITHUNUNIINAdEUNSATRYAAUIINNISdIseTayauuvanlall agtaed

ay 1 AS3 2) ununsaeasidlusyansnmenielulaznieuen

aAUsENa
310915799 2 IaiaueununInkwInianistesdudsandawisisunanlalussuuaiuny
geavnssululssnunansiinnuduiussenitavalulagansaumea (T), waluladidaujifinns (OT)

WaYIEUUAIUANDAAIMNGIN (ICS) UNitugIU 5 Tuseuvatiuiniwendulewoail (NIST) Al

= - =
5 DETECT g g 3
2, e s 9 g
B ? 2 2 o - oo 3 5= E? (S aga <
223 Tuwdulaiiuacladion (OTICS) msifasiwiawadizondnld SL P FFE r8
&

3
(Ransomware) ansusulFiedasiianuasiolumsasaesy =5 K3 .5 )§‘.; ‘g
b wmgmsiuazanuiaUnd  usruuesRTumsynInlad = 5

s (IDS) us: syuuilasnumsyngnlafiies (PS) us:ld

s:uuqsoﬁuﬁ‘ﬂsaunqua"xmaniien%' (XDR) HRNHEH

numsaauawasdalaemedaars (EDR) szuuljiams

wialusunsusulngdinailunaitunammivaradasls
wnmalfiiamasuazasrsauamnuhnuled

awd 4 wumnsdesiudauasiSeneldlussuuamuanenainnssuuuiiugiuainiuimnaiRveanalulagid

UJURN15 (OT) warszuumuANgnavnssy (ICS) wwzamuilisduaniduloieadi

—
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adt 4 fldiauelilunmAfoadul Wussunmamnistesiufeandausidonaild
Tuszuumuaugeavnsslulsssdunmsn dwiulunmi 5 diliealumsldauateszninge
e (IT Zone) wazlofilsu (OT Zone) Tuszuumueugmamnssilulssnuaniiuiinszunsed
o501 LletosiufvaindaniiBonaldaiuindenines

amdt 4 lalduuimaieatufunuiseess Chimmanee & Chotrungrat (2021, pp. 104-
118) Alsinauensuumamsilestuifausizenalavuiuguveslewead (NIST) nasdu (Version)
8374 (Draft) atusa uadaldldeanwuuindmsvdiunalulagidaufufinig (OT) wagssuuaiuay
anamnssu (ICS) uananigdenadeiunyisevas Wiboonrat (2022, op. 1-6) Falguinauenun
mamstestutanndiSendrlduuduleioadl 1edu (Version) SP 800-82r2 FaiduiAenfuszuy
muaugeannsslasan wioglsfnudaduatuiises ddy wwuami 4 Saduuuamans
dosrudvansiaudiFendldluszuuamuaugramnsslulsanuildsuesdusznouveanalulad
FUURNNT, sruumuananamnIsuwaziouleloaiiaesdu (Version) SP 800-82r3 wgei

Wordunisfigaddn wuAaiduauslunind ¢ ansadnndszgadldauasslunis
Joatutawrsifonalalussuumuaugnannnssy K lunwmi 5 léuansluina (Model) Tunns
sty anarundsauarinfavouaiiufildiuarumdemennnisgnlad Taeidudeudeseming
drunumalulagansauna (), drununaluladidaldainis (OT) kagseuuamuANanaIvNgsy
(1cs) Badunsdifnuaidulssnugramnssuruelugluiufinszuasaiogsen Tasnsutsdiuuas
nsLunNLAIUNY (Network Segmentation and Isolation) lﬁﬁmimﬂ%maﬁﬂimﬂa (Purdue Model)
Wolesiunazananuidvsainnislandnisleivesaindawafidenaila (Ransomware) @ sls
anudfeyatesseluil

v

1. nMsluavestaya (Data Flow Model) Toyaannsyuuaiunuanamnssy (ICS) lunni 5

Y 9
[

Mnsgduty 1 mathdeyasenlufimmadeihiiulusssedutu 3.5 gruteyaszdugen (Database)
LargIUTeYATEA UL B8LYIINITTINT Y AR 8LeAALeE Lodladalalad (SQL Server Integration
Services: SSI5) awuluusazseduduluisedutu 4 srudeyaeaiuoandnszuuadstoya (Data
Warehouse) Ingn1siiviunuleungiadion (ACLs) aug1nlnsinaeafidiinesn (TCP Ports) 1433,

4022, 135, 1434, uaggfiinasn (UDP Port) 1434 ity wiauiin13ni9deunarAIuANNISIdNDa

Toya Fedlieanlasuangaminiuiiaunsadntieyals iedssiunislaudlaeldinaiia T1071

'
= =

Fagnltleesiawisisenailansulndanines (CryptoLocker) lunwi

(% (%
Y LYY

2. MIfiglMmnuvaLAarsEauty Tunmd 5 seninaseaudu 3.5 fuseduty 4 uag 5 39

I 1

Jugaseuludagdu angunmaziiulainluna (Model) dyaiuluiinisdanisinietie waznis

q

Wgldny (Authentication) N15Uasiuren1sInnIsUayalsedfdkazn15ae (Identity and
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Access Management) seuvagiimstudusinunuauanslunisldnuunglddifsssuuvsedoyaian
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Huldwindy dewfiuausindedosonisimunnsishueunandu (Application) frensiudy
aanulagldvatedade (Multi-Factor Authentication: MFA) n1sgiugudinugldazdasseytayainn
oehation 2 Yadefiunndnetu (2FA) 1wy FedlimSourtssiashuiidaududouiivasafomuulous
Mun wastousalediit (OTP) Budusimuainuweundindu (Application) fiad1eswaledidt (OTP)
vulnsdnvidledie Wetestunislaudlagldiveda T1199 degnlilaefaufiGondrldaiuindenines
(CryptoLocker) lunwil 2 saufansiddeszuvanadevieadioudiusa3fdu (Virtual Private
Network: VPN) ttetiasiunislanlngldinada T1133 GagnlilaesiawnsiFonanldnsuindenines
(CryptoLocker) Tunnil 2

3. M3AUANNITATES (Access Control) uagifiaudaonsielussuindlou eliRndslng
1084 (Firewall) iaugndrnlunisauaunisdifesenitanaluladansauna (), maluladids
UAURN5 (OT) wagszuupIuANanamnssy (ICS) Inevinisnsesuwiiniia (Packet Filtering) anlws
1084 (Firewall) n5993uan1uz Josdunislond uazanmnudsinislaufindawasiFendald
(Ransomware) (Belev, 2022 p. 1-8) Tnedansisetne (Network) Suldimunlamnfieiuauseaens
st (Dynamic VLAN Assignment) uagslszuufigayiinuainisidealdsiies (Radius Server) @4
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(Transmission Control Protocol: TCP) LLazga‘w (User Datagram Protocol: UDP) Fsndudedldam
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lun1stiatayaannalulagi@euUinig wagssuuniuAuanaInnssy wu dieallng (CSV) 31n
wdasiefaviamundandny mueuddyestoyaniseunavioufiasnindrdsluudssdutu T
msfsualsuieiefion (ACLs) sehaasinsnuiietlesiuanaudsuasiiuiinislaufiarnandauns
Gonald (Ransomware) ttelosrunslaudlagliivaia T1071 FagnlilaesiaufGondldniuing

annes (CryptoLocker) Tunwii 2
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Abstract

The study aims to compare efficiency between Talcum Powder and White Powder
that are used to develop latent fingerprints on black non-porous surfaces. The efficiency
was compared through an experiment in which latent fingerprints were collected from
black non-porous of three different surfaces include tiles, glasses and plastics on five
different period after stamped fingerprints to collecting include instant after stamped, 1
day after stamped, 5 days after stamped, 7 days after stamped and 14 days after stamped.
Comparison of the efficiency was carried out by counting minutiae from Automated
Fingerprint Identification System (AFIS). Then analysed the data with Independent T-Test
Statistic to compare efficiency between Talcum Powder and White Powder that used to
develop latent fingerprints on black non-porous surface. The results revealed that Talcum
Powder was as efficient as White Powder that used to develop latent fingerprints on 3
different black non-porous surfaces and 5 different period after stamped fingerprints to
collecting.

Keywords: Talcum Powder, White Powder, Latent Fingerprints
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Abstract

The pattern impression such as shoeprints is an evidence for scene marker of the
incident. Collection of the impression can be used as a significant comparison with the
suspect. The objective of this study is to investigate the shoeprint impression collection on
various widespread floor materials by using the electrostatic dust mark lifter. The shoeprint
impression samples were generated from real dust onto different types of which are rubber
tile, ceramic tile, fabric carpet, laminate and linoleum, and then collected using the
electrostatic dust mark lifter. The quality of the collected shoeprint was analyzed by
examination on the number of squares appeared to the grid size 0.6 x 0.6 centimeters. The
results showed that the electrostatic dust mark lifter can collect the shoeprint impression.
The quality of collected shoeprint on laminate was found to be the highest average of
90.85%. Rubber tile, ceramic tile and linoleum provided comparable quality of the
collected shoeprint after the laminate. The fabric carpet was exhibited the lowest quality
of the collected impression with the average appeared shoeprint of 6.72% because the
surface is an uneven and highly porous. As a result, the electrostatic charging cannot be
successful compared to other types of surfaces. Hence, this technique can be used as a
guideline for evaluation method on shoeprint evidence collection from the floor together
with photograph technique in order to obtain extra details from the crime scene to
efficiently link with the comparison examination.

Keywords: Impression, Shoeprint, Electrostatic Dust Mark Lifter, Evidence Collection
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Abstract

This study aims to investigate operational methods, levels of Cognition and Opinions
about Crime Scene Protection, including the relationship between background factors and
levels of Cognition and Opinions about Crime Scene Protection of Rescue Volunteers. Data
was collected through questionnaires and tests from a sample group consisting of 133
Rescue Volunteers . Additionally, in-depth interviews were conducted with important
information providers of 6 department heads. The collected data was then analyzed using
frequency distribution, percentages, mean scores, standard deviations, variance analysis,
and correlation coefficients. The research findings revealed that the majority of Rescue
Volunteers were aged between 31-40 years, with a highest level of education is high school
level/vocational certificate. Period of work for 6-10 years and had participated in seminars
and training sessions. Regarding Rescue Volunteers, the study found that the majority of
Rescue Volunteers had a high level of Cognition, with an average score of 8.44. In terms of
opinions, it was found that the majority had moderate opinions, with an average score of
40.44. There was a statistically significant correlation between Cognition and opinions at a
significance level of 0.013. Problems and obstacles included 1) issues with bystanders 2)
the environmental conditions of the crime scenes affecting the ease of operation 3)
personnel shortages 4) outdated equipment and tools. The suggested organizational
development guidelines to enhance in Protecting Crime Scenes efficiency involve providing
training on managing bystanders and working in various environments, scheduling rescue
volunteers to address personnel shortages, and securing additional funding to purchase
modern and efficient equipment and tools.
Keywords: Understanding, Opinions, Crime Scene Protection, Crime Scene, Rescue

Volunteer
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Abstract

Police play a crucial role in the justice system as they are primarily responsible for
cases before they advance to the public prosecutor and judicial proceedings. Inquiry
officers are responsible for collecting evidence at the crime scene for use in the
prosecution and court trial stages. In modern times, forensic evidence has emerged as a
pivotal component in legal proceedings. This study aimed to investigate 1) knowledge and
perceptions of forensic evidence collection, and 2) problems and obstacles faced by
inquiry officers in the Rayong Provincial Police concerning the collection of forensic
evidence. The sample consisted of 126 inquiry officers from the Rayong Provincial Police,
who were interviewed using questionnaires on general forensic science topics. Descriptive
statistics were applied to personal data, and the correlation between personal variables
and forensic science knowledge scores was assessed through One-Way ANOVA. The study
revealed that the majority of inquiry officers in the Rayong Provincial Police were male,
aged between 51 and 60, with 25 years or more of service. They had been serving as
inquiry officers for 5-10 years, held a bachelor's degree, and had received training in
forensic evidence collection. Most reported a high level of knowledge and understanding
of forensic science. The analysis indicated statistically significant differences in mean
scores (P-value < 0.05) based on age, years of service, experience as an inquiry official,
and participation in forensic science training sessions. The problems and obstacles
identified included insufficient personnel and a lack of knowledge in collecting specific
forensic evidence. It is recommended that inquiry officers in the Rayong Provincial Police
receive regular training in forensic evidence collection.

Keywords: Forensic Evidence, Inquiry Officer, Forensic Science
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NYIUNANFIU
95% Confidence
Interval For Mean
LA N Mean Std. Std Lower Upper Minimum Maximum
Deviation Error Bound Bound
U1 113 16.14 1.931 .182 15.78 16.50 9 19
VAN 13 16.31 1.601 444 15.34 17.28 13 19
total 126  16.16 16.16 .169 15.82 16.49 9 19
Sum of Squares df Mean Square t Sig.
Between Groups 322 1 322 .089 166
Within Groups 448.504 124 3.617
Total 448.825 125

P-Value < 0.05
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total 126 16.16 1.895 169 15.82 16.49 9 19
Sum of Squares df Mean Square F Sig.
Between Groups 65.127 3 21.709 6.903 <.001*
Within Groups 383.698 122 3.145
Total 448.825 125

* P-Value < 0.05
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11-15 19 16.32 1.916 .440 15.39 17.24 11 19
16-20 24 15.83 1.659 .339 15.13 16.53 14 19
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total 126 16.16 1.895 169 1582 16.49 9 19
Sum of Squares df Mean Square F Sig.
Between Groups 84.234 5 16.847 5.545 <.001*
Within Groups 364.591 120 3.038
Total 448.825 125

* P-Value < 0.05
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total 126  16.16 1.895 169 15.82 16.49 9 19
Sum of Squares df Mean Square F Sig.
Between Groups 31.255 5 6.003 1.720 135
Within Groups 414.153 120 3.490
Total 445.408 125

P-Value < 0.05
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Uyl 19 16.16 2243 514 15.08 17.24 9 19
J3gygueen
total 126 16.16 1.895 .169 15.82 16.49 9 19
Sum of Squares df Mean Square F Sig.
Between Groups .000 1 .000 .000 .998
Within Groups 448.825 124 3.620
Total 448.825 125

P-Value < 0.05
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n Error Bound Bound mum mum
LAE 91 16.48 1.715 .180 16.13 16.84 10 19
laiipe 35 15.31 2.097 .354 14.59 16.03 9 19
total 126 16.16 1.895 .169 15.82 16.49 9 19
Sum of Squares Df Mean Square t Sig.
Between Groups 34.557 1 34.557 10.34  .002*
Within Groups 414.268 124 3.341
Total 448.825 125

* P-Value < 0.05
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Uszdunisal Std. Std Interval For Mean
Tunis N  Mean Deviation Error Lower Upper Mini Maxi
iRy Bound Bound mum  mum
1 10  16.60 1.578 .499 15.47 17.73 15 19
2 8 16.13 1.727 611 14.68 17.57 13 18
3 12 17.33 1.231 .355 16.55 18.12 15 19
4 6 15.50 1.517 619 13.91 17.09 13 17
5 5 17.00 1.581 707 15.04 18.96 15 19
6 7 17.43 1.397 .528 16.14 18.72 15 19
7 11 17.09 1.136 .343 16.33 17.85 15 19
8 12 16.50 1.567 .452 15.50 17.50 14 19
9 5 15.80 1.483 .663 13.96 17.64 14 18
10 10  15.80 3.011 952 13.65 17.95 10 19
11 12 1525 1.422 411 14.35 16.15 13 18
12 13 14.38 2.468 .684 12.89 15.88 9 18
15 4 16.00 1.826 913 13.09 18.91 14 18
17 3 16.00 .000 .000 16.00 16.00 16 16
18 2 16.00 2.828 2.000 -9.41 41.41 14 18
19 2 16.00 2.828 2.000 -9.41 41.41 14 18
20 1 17.00 17 17
23 1 17.00 17 17
31 1 15.00 15 15
35 1 15.00 15 15
total 126  16.16 1.895 .169 15.82 16.49 9 19
Sum of Squares df Mean Square F Sig.
Between Groups 104.033 19 5.475 1.683 .050%
Within Groups 344.792 106 3.253
Total 448.825 125

* P-Value < 0.05
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Abstract

The purposes of this research were to study problems of the difficulties also to offer
guidelines for the collection related to the acquisition of forensic evidence at the
investigation stages for criminal proceedings of sexual offenses. The qualitative research
method was utilized in this research. The research indicated that: The problems relating to
the acquisition of forensic evidence at the investigation stages for criminal proceedings of
sexual offenses were The lack of forensic knowledge or expertise in the criminal
proceedings-related personnel which caused an incomplete objective evidence collection
at the crime scene. The consequences of the criminal procedure stipulated. An ineffective
protection at the crime scene. The shortage of budget for necessary materials and tools
for forensic science. The insufficiencies of forensic examining-related personnel to co-work
with the crime scene investigators. And Other out of control problems which effected
evidence collection and integrality proceedings. The guidelines for the complete and
accurate forensic evidence collection in the cases of sexual offenses in accordance with
the legality were suggested as follows: Advancing the forensic knowledge in the criminal
proceedings-related personnel, allowing them to achieve their work performance.
Amending the criminal procedure code stipulated in Section 131/1 to be in line with
today’s unlawful society. Legislating the penalties for the person who access prohibitive
crime scenes. Allocating the budget for the procurement of the necessary tools,
equipment, or related series of devices for evidence collection. recruiting and incubating
more crime scene investigators or related personnel. And applying chain of custody laws
and regulations and examining the acquisition of the forensic evidence at the beginning
investigation stages by the prosecutor.

Keywords: Forensic Evidence , The Criminal Proceedings , Sexual Offenses
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Abstract

In emergency situations, collecting and preserving evidence from sudden incidents,
including those involving injuries and fatalities, requires attention to forensic evidence
protection as a critical priority. Emergency medical responder are often the first responders
at the scene, providing assistance while simultaneously safeguarding evidence, a necessary
aspect of the justice process. This research examines the knowledge level and opinions of
emergency medical responder in Bangkok, analyzing the correlation between background
factors and both knowledge and opinion levels. The aim is to propose strategies for
enhancing emergency medical practices alongside forensic evidence protection. The study
employed a mixed-methods approach, gathering data through questionnaires from 136
emergency medical response and conducting in-depth interviews with 15 experienced team
leaders and officers. The findings revealed that educational level correlates with knowledge
and opinions. The participants displayed a high level of knowledge regarding forensic
evidence preservation, with 79.41% indicating strong familiarity. However, there remains a
gap in practical understanding, as shown by the high mean scores for the desire to receive
training (4.76) and the inclusion of forensic content in training programs (4.77). Content
analysis suggested that forensic evidence protection improvement can be achieved by
focusing on practical training to develop operational skills, creating comprehensive
operational guidelines covering emergency medical responder roles in various situations, as
well as updating legal frameworks and adding policies for integration with relevant agencies
in a tangible manner.
Keywords : Development guidelines, Crime Scene Protection, Forensic evidence,

Emergency medical responders, Emergency Medical Services
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Abstract

The objectives of this research are 1) to study and create a manual on the
development of an appropriate juvenile interrogation room model in Thailand 2) to transfer
knowledge about juvenile interrogation rooms to Justice agencies involved in investigating
children and youth 3) to evaluate the use of knowledge to develop a child and youth
investigation room. This research is a type of knowledge management research. The tools
include Documentary Research, In- depth interview, Focus Group Discussion, Test,
Questionnaire and Observation. The target group includes police cadets or training
students. Police officers under the Nakhon Pathom Provincial Police. The research areas
include the Nakhon Pathom police stations, Sam Phran, Pho Kaeo, Sam Kwai Phuek, Nakhon
Chai Si, Phutthamonthon, Pong Maduea, Kamphaeng Saen, Kratip, Don Tum, Bang Len, Bang
Luang and the Nakhon Pathom Provincial Attorney's Office. The results of the research
found as follows. 1) The operating manual resulted in students having significantly higher
academic achievement after studying than before studying (p-value .01). 2) After training
and policy support, It was found that there were 9 Provincial Police Stations out of 12
agencies that passed the standards at a good level.
Keywords: Development / Interrogation room / Child and adolescent / Appropriate child

Interview Room
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Abstract

This research aims to study the risk of providing and receiving bribes at beach stage of applying
a building permit 2) explore level of bribery perceptions index and information disclosure of applying
a building permit of municipal projects and 3) policies, measures or guidelines to increase the level
of the bribery perceptions index, especially the information disclosure index of municipality. This
research is qualitative research by utilizing in-depth interviews and study document regarding with
applying a building permit of municipality.

The result found that people who experienced bribery in applying the building permits faced
a problem in delayed process to ask benefits. The cause of bribery was regulations of the Building
Control Act B.E. 2522 that set loophole for officials to exercise much discretion in granting building
permit and people did not comprehend laws or regulations regarding applying construction permits.

Suggestions for increasing the level of bribery perceptions index and information disclosure,
the executives of public agencies should promote the policy on information disclosure about
operations. There should have service centers to provide advice for public and a channel to increase
awareness of modern laws regard with construction permitting. In addition, it must set a suidelines of
anti-bribery. The applying building permits shall conduct that follow ISO 37001: 2016 standards in
order to set the effective system of anti-bribery in local government organizations.
Keywords: increasing the level of bribery perceptions index, information disclosure,

applying a building permit
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Abstract

This research aims to study the cause and suggest solutions to the problems of the
investigation ineffectiveness. The research found that there are four causes of the
investigations ineffectiveness considered to be no investigations and resulted to the power
of public prosecutor to be invalid, as follows: 1) The person who conducted the
investigation was not the inquiry official. 2) The inquiry officials investigate criminal cases
not occurred in the jurisdiction. 3) The inquiry officials did not inform charge to the accused.
And 4) in case of compoundable offence, the inquiry officials conducted the investigation
without the complaint of the injured person. If the court dismisses the case because of
such reasons, even if the right to bring a criminal case is granted, the new lawsuit would
not be restrained. However, it would cause the serious damage to the justice system
included injured person, the accused, the defendant and the society considerably. It might
be behindhand to files the complaint. The effect to the injured person is losing the right
to request the defendant to return the property or to compensate. The effect to the
accused or the defendant is they might be prosecuted or punished and be subject to
several procedures twice for the same facts. Recommendations include considering
amendments to laws, ordinances, and sentencing guidelines. Initially, the Royal Thai Police
should revise the regulations or instructions related to the investigation of the case. This
would reduce the number of cases arising from unlawful investigations and it will contribute
to the public confidence to Royal Thai Police and the Justice system.

Keywords: Investigation, Unlawful Investigation, Investigation Ineffectiveness
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Abstract

This research aims to study the process of social service management, its impacts,
problems, obstacles, and approaches to improving social service management by the
Chachoengsao Provincial Police. The study employs qualitative research methods,
including in-depth interviews, semi-structured interviews, and both participatory and non-
participatory observations. The findings reveal that in social service management process,
leadership plays a crucial role. The management is systematic; however, it remains
fragmented and disconnected. There is also a significant shortage of management
resources. The impact of social service provision has a positive effect on the economy,
the image of the police, the image of the province, and the image of the Eastern region.
The most significant problem in the police's social service management is the shortage of
budget, manpower, and equipment. The obstacles include the rapid advancement and
diversity of technology, geographic differences, a lack of policy coordination between the
police and other agencies, and police officer position transfers. The proposed solutions
are divided into four key areas: 1) Allocating sufficient resources for project management,
2) Addressing problems and policies in an interconnected manner and establishing a
management system that is streamlined, clear, and systematically linked, with a focus on
public needs and participation, 3) Promoting the roles and spirit of the police officers in
serving the public, and 4) Building collaboration and networks with other relevant sectors.
Keywords: Social service management process, Chachoengsao Provincial Police,

Problems, Obstacles, Solutions
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Abstract

The objectives of this research study were to 1) examine the issues, concepts,
theories, and laws related to online trade, and 2) draw conclusions and propose
recommendations for the amendment of laws related to online trade in Thailand.
qualitative research methods, with documentary research, in-depth interviews, and focus
group discussions with legal experts who have at least 5 years. The research results found
that the problems related to online shopping are: 1) issues regarding consumer protection
measures in online trade, the Consumer Protection Act B.E. 2522 (1979) does not contain
specific provisions for consumer protection in online shopping, and 2) issues related to
penalties for violations of consumer protection measures in online trade, In the case
where a seller deceives consumers, Additionally, It is a lisht penalty that cannot prevent
or deter offenders.

The proposed recommendations included amending the Consumer Protection Act
B.E. 2522 (1979) by adding Section 4 on Consumer Protection in Online Trade to Chapter
2 on Consumer Protection. Moreover, a penalty provision in Section 47 should be added
stating that if an advertisement or label contains false information, the penalty shall be

imprisonment for not more than 1 year, a fine of up to 300,000 baht, or both

imprisonment and a fine. If the offender repeats the offense, the penalty shall be

imprisonment for 2-5 years, a fine of 200,000-500,000 baht, or both. Additionally, a
penalty provision in Section 61/1 should be added stating that if a seller fails to register,
the penalty shall be imprisonment for not more than 1 year, a fine of up to 300,000 baht,
or both. If the offender repeats the offense, the penalty shall be imprisonment for 2-5
years, a fine of 200,000-500,000 baht, or both.

Keywords: Online trade, legal development, Consumer Protection Act, consumer

deception

UNUI

Y

UagUunisusznovgsnaluguuuunidivddidnnselind (Electronic Commerce: E-
Commerce) Iddundiunumifinduogiseiiedussuuiasugiagatiigtiulasianizniagsia
nsuwiszurnveslsdaideladalalsun 2019 (COVID-19) dilugnginssuvesfuilaai
Waguwdasly Tasnuaulnefidasnislitesmatensosulatigsiiaelulan aniifuslaaliam

aulaiferiunisterisesulaudadifusznavgsialidenssuisdildnislavanyiuielidweu
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Abstract

The objectives of this research were to study the characteristics of environments
conducive to the recidivism of children and youth and to seek ways to create suitable
environments to prevent recidivism of children and youth using qualitative research methods. A
total of 155 participants were purposively selected, including repeat offenders, executives,
academics, officials, and parents involved with repeat offenders from the Juvenile Observation
and Protection Centers. In-depth interviews were conducted with 145 participants, and focus
group was conducted with 10 participants.

The study found that there were six aspects of the environment conducive to the
recidivism of children and vyouth: 1) Family aspect, 2) Residence, 3) School
Environment/Friends/People Around, 4) Social Media, 5) Culture and Traditions, and 6) Economic
Conditions. These six aspects of the environment contributed to the recidivism of children and

youth. Therefore, the key approach to prevent children and youth from reoffending is to break

" Corresponding author, email: tanet.ket@mahidol.ac.th
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or reduce the cycle of negative environmental factors that contribute to their repeat offenses as
much as possible.

Keywords:  Cycle of Repeat Offenses, children and youth, recidivism, environment
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INTRODUCTION

The issue of crimes committed by youth and juveniles is a significant problem that
Thailand is currently facing. Several factors contribute to these offenses, including family
issues, social influences, peer pressure, and the impacts of rapid technological
advancements. These advancements make it easy for youth and juveniles to access online
channels, which has become another avenue for committing crimes (Duangsawat, 2023).
One of important factors contribute to offense is environment, which can generate repeat
offenses among youth and juveniles.

According to a report on recidivism in developed countries by the Center for
Prisoner Studies at Salve Regina University in the United States, frequent crimes or those
that do not decrease in occurrence are partly due to repeat offenses, including those
committed by youth and juveniles (Deady, 2014). Even in the United States, a developed

country, the issue of recidivism is prevalent, with more than 50% of ex-prisoners reoffending
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(Durose, Cooper, and Snyder, 2014). In 2010, it was found that repeated offenders aged
between 16-17 years or more than 73% of repeat offenders corresponded with the age
range of crime victims, which is 16-20 years (Sickmund, and Puzzanchera, 2014). In Thailand,
it was found that in the fiscal year 2022, out of 1,456 youth and juveniles who were
released, 228 or 15.66% reoffended in the fiscal year 2023, which is the lowest number in
years (Department of Juvenile Observation and Protection, 2023). Although the situation in
Thailand regarding juvenile recidivism seems to be improving, the public media reported
that repeat offense are still found regularly, especially 6 month after their release due to
they are unable to adapt themselves with family and society (Thaipbs, 2024). Thus, it is
essential to study the repeat offense among youth that should not to become complacent
and to continuously prevent such occurrences from happening again.

Therefore, the problem of repeat offenses among youth and juveniles, which
contributes to criminal issues, can be significantly reduced with minimal loss to the public
by designing environments that effectively reduce repeated criminal behaviors in youth
and juveniles without causing harm to society. The police play a crucial role in crime
prevention through control, surveillance, and community support. Designing safe and
efficient environments can reduce crime rates and improve the quality of life for residents.
This approach is internationally recognized and contributes to overall development and
well-being of the community (Crime Suppression Division, 2007).

This study focuses on analyzing environments that facilitate repeat offenses among
youth and juveniles, which will lead to a reduction in the risks that cause criminal problems.
The results of this study can provide guidelines for the development of environmental
designs that are suitable for preventing and addressing crime issues in Thailand more

extensively and concretely.

OBJECTIVES

1) To study the characteristics of environments that facilitate repeat offenses
among youth and juveniles.
2) To explore methods for designing environments suitable for preventing repeat

offenses among youth and juveniles.

CONCEPTUAL FRAMEWORK
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Based on the literature review, the researchers have established the conceptual

framework for the study as illustrated in the following diagram:

Analyzing the
Environments that

Facilitate Youth and

Juvenile Recidivism Guidelines for Creating

Cycle of Repeat

- Family aspect an Environment

- Residence Offenses Conducive to
- School Environment/ Preventing Recidivism in
Friends/People Around Children and Youth

- Social Media
- Culture and Traditions

- Economic Conditions

Figure 1 CONCEPTUAL FRAMEWORK

LITERATURE REVIEW

1) Concepts and theories related to juvenile delinquency
From the research project by Sinloyma (2017). the concepts and theories related
to juvenile delinquency are categorized into three groups.

(1) Social Control Theory Group: Social Control Theory focuses on
mechanisms that prevent youth from committing crimes by promoting good behavior and
bonds with family, schools, and religious institutions. A lack of these bonds can lead to
increased criminal behavior, especially among youth offenders from broken families or
individuals lacking social ties, who are more likely to engage in illegal activities.

(2) Social Learning Theory Group: Criminologists believe that criminal
behavior is learned through real-life experiences, especially in environments that exhibit
risky behaviors. The different connections of Sutherland and Aker's Social Learning Theory
suggest that association with criminals can influence criminal behavior. This theory is widely
accepted in criminology because it explains how the environment dictates the behaviors
of both lower and upper classes, thus widely recognized in the field of criminology.

(3) Social Strain Theory Group: Social Strain Theory indicates that crimes arise
from societal values that emphasize materialism, leading individuals to adapt through
deviant behavior. This theory highlights that social structures create pressures that prevent
individuals from achieving societal goals and encourage them to engage in criminal
activities, such as drug use, motorcycle racing, and property crimes driven by financial

needs or anger.
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Sutherland (1947) posited that criminal and deviant behaviors are depended on
people who have associated with. If they have associated with good people, they will have
good behavior. Contrastly, if they have associated with deviant people, they will also have
a deviant behavior.

2) Concepts of Repeat Offending and Causes of Recidivism

(1) Definition of Recidivism Recidivism (Rearrest) refers to being arrested for
an offense other than a warrant arrest after being released from a juvenile training and
rehabilitation center. The occurrence of recidivism is monitored by checking arrest records
from the Criminal Records Division, Royal Thai Police (Department of Juvenile Observation
and Protection, 2023).

(2) Contextual Factors of Juvenile Recidivism Khunrak (2012). discusses the
contextual factors influencing juvenile recidivism, which stem from economic, political, and
social systems. Juvenile delinquency is influenced by various contextual factors such as
economic, political and administrative systems, social systems, and educational systems.
Economic changes lead to family instability and a lack of parental guidance, increasing the
risk of criminal behavior among youth, such as family violence and divorce. Disparities in
education and public services further exacerbate social conflicts.

3) Crime Control Through Environmental Design (CED)

Crime control through environmental design utilizes fundamental principles of
designing environments to be suitable and effective in reducing crime and the fear of crime
among people in the area. This is aimed at leading to the development and improvement
of safer environmental conditions in the area (Research and Development Division, Royal
Thai Police, 2007).

From compiling knowledge and analyzing the contextual factors of the environment
that affect the repeat offending of youth and juveniles, which arise from various problem
conditions, the following factors are considered: 1) family system, 2) residential community,
3) school environment/ Friends /surrounding people, 4) media environment including print,
radio, television, electronic media, and online media, 5) cultural norms and traditions, and
6) economic and social conditions. These six contextual factors are identified as risk factors
and have a tendency to influence the criminal behavior of youth and juveniles, which

researchers use as a basis for thinking and direction in conducting research in this instance.
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METHODOLOGY

In this research, qualitative research methods were used. The following procedures
were carried out:

1) Document Analysis

Reviewed literature was conducted from documents and research related to the
topic, including articles and online documents, both domestically and internationally . The
information were then analyzed and organized according to the research objectives.

2) In-depth Interviews

The researchers conducted in-depth interviews with individuals involved with
juveniles repeat offenders from the Department of Juvenile Observation and Protection
training centers. A purposive selection method was used to choose 145 individuals,
comprising 30 repeat offenders, 30 guardians, 85 scholars and department officers. The
researchers selected those who are willing to participate and without any health problems.
Data from in-depth interview may explain the characteristics of environments that facilitate
repeat offenses among youth and juveniles.

3) Focus Group

The researchers conducted a focus group with individuals involved with juvenile
repeat offenders from the Department of Juvenile Observation and Protection training
centers. A purposive selection method was used to choose 10 individuals, comprising with
4 criminologists, 2 environmentalists, 2 representatives from Department of Juvenile
Observation and Protection, 2 representatives of guardians of repeat offend participants.
Data from focus group discussion can be used for designing environments suitable for
preventing repeat offenses among youth and juveniles.
COLLECTION AREA

Data related to juvenile repeat offenders were collected from 8 training and
rehabilitation centers of the Department of Juvenile Observation and Protection, consist of
1) Ban Karuna 2) Ban Ubekkha 3) Ban Muthita 4) Ban Bueng (Chonburi) 5) Region 3 (Nakhon
Ratchasima) 6) Region 6 (Nakhon Sawan) 7) Region 7 (Chiang Mai) 8) Region 11 (Lopburi).
DATA ANALYSIS

The researcher used qualitative data analysis methods and conducted content
analysis by analyzing the collected data to achieve the research objectives. Also,

triangulation was employed with the intention of proving the quality of research tools.
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QUALITY TESTING OF RESEARCH INSTRUMENTS

The research instruments, including structured interviews and focus group
discussion points, were sent to five qualified experts for review of the Index of Item-
Objective Congruence (IOC). The researcher selected questions with a I0C index of 0.50 or
higher, revised them as necessary, and then submitted them for ethical approval. Once the
research ethics approval was obtained, the research tools were used for data collection.

RESEARCH ETHICS

This research was approved by the Research Ethics Committee of the Faculty of
Social Sciences and Humanities at Mahidol University, with the certificate number
2020/155.2907, duly issued by the committee.
RESULTS
The researchers collected data using in-depth interviews and focus group. The
study findings are detailed as follows:
1) Results of the Study on Environmental Characteristics that Facilitate Repeat
Offenses by Youth and juveniles
From in-depth interviews with a group of 145 key informants, the environmental
characteristics conducive to repeat offenses by them are summarized as follows:
(1) Family aspect :
1. From interviews with 30 youth and juveniles who are repeat offenders,
27 reported that most offenders did not live with their fathers but with other relatives due
to family issues, such as divorce and parental disputes. Drug use among family members
also influenced the children, making drug use seem normal. Although rehabilitation in
training centers helped, returning to the same environment often led to repeated offenses.
These family environments contributed to recurrent offending behaviors. However, other
individuals lived with their families, including both parents, but still committed offenses,
possibly due to other factors besides the family environment, as exemplified by interview:
(A001) “Lives with grandparents, father and mother are divorced. Likes to
roam around and is influenced by peers. Grandparents are strict about time, often
punished by grandfather with a cane and scolded harshly, even kicked out of the house.”
2. A group of 30 guardians consistently reported that most youths were their
grandchildren because the real parents were incapable. The children often refused to listen

to their advice, leading to misunderstandings. After leaving the training centers, when
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children returned to their families but lacked good family relationships, they quickly
reverted to previous behaviors, leading to rapid repeat offenses, as exemplified by
interview:

(BO01) “Grandmother has a grandson, his parents are divorced, mother left
him with grandmother. Lately, he rarely comes home, and when he does, he asks for
money. When refused, he starts selling things, anything he can sell. Sometimes when
there's no money to give, he destroys things at home, punches walls, smashes tables,
sometimes refuses to eat, doesn't talk to grandmother. The money his mother sends is
never enough.”

3. A group of 85 administrators, academics, and practitioners reported that
60 of them provided consistent information that the family plays a crucial role in shaping
children’s behavior and preventing repeat offenses. Nurturing, love, warmth, and family
bonding can help children avoid criminal behavior. Additionally, 25 individuals provided
further information, stating that the home environment plays a significant role in juvenile
repeat offending. If families do not support behavior changes towards the better, children
may revert to criminal behaviors in society, as exemplified by interviews.

(C001) “The community and family environment have a significant impact
because firstly, the family is the mold and the community is their home. It seems like the
child is improving, but returning to the same environment is too much. Many times, our
efforts fail because children revert to criminal behavior due to non-acceptance by their
family and environment, like when parents are frequently arrested, who will the child
stay with? They have no role model, no one to guide them, no emotional support, they're
finished, they can't do anything.”

(2) Residence :

1. From interviews with 30 youth and juveniles who were repeat offenders,
25 reported that after being released and returning to their previous environments with
the same peer groups, they were likely to commit crimes again. Most lived in rented homes
in crowded communities where drug trafficking was widespread. Additionally, 5 young
people reported that some youth and juveniles living in various village communities in
rural areas were taken to degraded areas, leading them to engage in harmful activities such
as gambling, drinking alcohol, and drug use, as exemplified by interviews:

(A015) “Initially, nothing much changed when | left the training center, but
once | returned and reconnected with the same environment and the same friends, they
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encouraged me to do wrong things again. If possible, after | left the center, | wanted to
train for a new job or move to a new place to avoid the same environment that would
lead me to offend again.”

2. A group of 30 guardians provided information consistent with that of the
youth and juveniles who were repeat offenders. Once these youths were released, they
returned to the same environment, primarily in crowded communities with easily
accessible alcohol shops that did not enforce age restrictions. The communities had
widespread drug issues, and it was common for children in the community to gather in
groups to smoke, with passersby considering it normal without saying anything, as
exemplified by interviews.:

(B020) “I have one son and a private house in another province. | left my
son in my mother’s care and sent money back home. One day, | received a call from
home that my son had been prosecuted for using meth, and | needed to find money for
his bail. Upon inquiry, | found out that he got the drugs from an aunt who lives next door.
I was shocked and never thought that someone so close, a neighbor, would be the one
to provide drugs to my son. After my son was released, three months later, he was arrested
again as he couldn’t quit using drugs.”

3. A group of 85 academics and practitioners provided consistent
information, emphasizing that environmental factors greatly influence repeat offenses.
When children and youth grow up in communities with degraded environments, where
unsavory gatherings are common, it can lead to an increase in collective criminal behavior,
as exemplified by interviews:

(C070) “I believe that children who reoffend often remain in the same
environments. For example, children in northern areas where there are drug offenses.
When these children return to the same environments, they encounter the same triggers,
such as staying with the same peer group or family.”

(3) School Environment/ Friends /People Around :

1. From interviews with 30 youth and juveniles who were repeat offenders,
28 reported that most youths associated with peers of the same age and were influenced
to join older peer groups. The majority of behaviors involved drinking alcohol, using
marijuana, and engaging in nighttime activities. Participation in thrilling activities like
motorcycle racing or conflicts with outsiders was considered normal, along with using
Procodyl. Additionally, two other respondents provided interesting information that some
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youth and juveniles were uneducated. When they couldn’t find jobs, they resorted to
stealing or returning to drug dealing, as exemplified by interviews:

(A070) “I hung out with older friends, 2-3 years my senior. They liked to ¢o
out, drink, and smoke, but | wasn't involved with drugs, felt it was a waste of money.
Instead, I'd buy 'Procodyl’ pills for 50 baht a packet, which used to be in strips but are
now in bags. The older peers would buy because they knew the pharmacist. We would
mix it with soda or cough syrup, depending on the formula. | once had an experience
when we got rowdy at a sports event and fought with students from another school.”

2. A group of 30 guardians, 16 of whom provided information consistent with
the youth offenders, stated that the environmental conditions leading youth and juveniles
to reoffend included peer groups, social acceptance, and lack of education, especially
during adolescence when teens are seeking their own identity. Poor peer influence or risky
peer groups could lead them astray. Another 14 guardians added that lack of education
and employment could cause youth to revert to selling drugs, committing crimes like street
racing, posting inappropriate images online, or getting caught again for minor thefts.
Strugsling in the same environment makes it easy for youth to revert to old ways, as
exemplified by interviews.

(B018) “I live in a city in a community of row houses and have a small
business with three children. My eldest son helps sell pork at the market, is hardworking
but heavily influenced by peers and highly private. He seldom seeks advice, thinking
friends might have better answers because today’s kids prefer learning from their own
experiences rather than from those who are experienced. | try to advise him, but it seems
I can't always give him satisfactory answers, which leads him to not consult much about
anything.”

3. A group of 85 academics and practitioners found that 70 of them reported
that youth and juveniles who face various problems from family, community, and peers at
training centers are at high risk of reoffending if not effectively rehabilitated. Parental
involvement in the rehabilitation process is crucial for success because parents play a
significant role in shaping the environment and behaviors of children. An additional 15
people mentioned the importance of enhancing skills in understanding self-worth. This
process strengthens youth and juveniles both physically and mentally, as exemplified by

interviews.:
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(C074) “Whenever the school gates close, the prison ¢ates are ready to
open for these people, because they will eventually enter. They know this, but they can't
think otherwise, and they see it as their only way out. They have no other path, so they
adopt a life logic that money is everything, can solve everything, buy happiness. Thus,
they cannot live within societal norms, and even when given the opportunity to work an
honest job, they refuse because it is not worth the effort, it is tiring. Changing this mindset
requires time, but ultimately, people can change, because no one wants to be in prison
for life.”

(4) Social Media :

1. From interviews with 30 youth and juveniles who were repeat offenders,
many reported that their behavior changed unconsciously due to the influence of online
media. This included seeking attention by posting provocative photos on social media due
to the excitement and thrill, mimicking bad behaviors or violent actions seen in online
games. These behaviors are consequences of the influence from online media.

(A017) "l got into online gaming through a friend's recommendation. After
playing for a while, | felt addicted. On days | couldn't play, | became very irritable. If |
didn't have money, | would steal from my parents to play games. Sometimes, my friends
and | would watch pornographic movies because we thought it was exciting and daring,
leading us to neglect going home."

2. A group of 30 guardians revealed that 20 of them noticed that children
heavily addicted to online games exhibited behaviors such as isolating themselves from
family activities, eating in front of the computer, and staying up late to play games. They
neglected their responsibilities, lost interest in their studies, disliked physical activities, and
easily became irritable when questioned by their parents, possibly arguing and showing
dissatisfaction when warned. Additionally, another 10 guardians mentioned that while
children might seem safe at home, using social media exposes them to various risks such
as encountering strangers, online abuse, scams, and inappropriate content. Educating
children about online safety and monitoring their internet use is crucial to protecting them
from potential dangers, as exemplified by interviews.:

(B020) “My child is heavily addicted to gaming. Whatever the parents
suggest, he hardly listens. After coming home from school, he ignores everyone and stays
alone in his room to play games. If we suggest something or limit his gaming time, he gets
irritated and doesn't listen. He trusts his gaming friends more than us.”
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3. A group of 85 academics and practitioners concurred that the use of
online media, particularly the internet, has a significant impact on youth and juveniles,
leading to issues such as imitative behavior, gaming addiction, and deceptive behaviors.
Addressing these problems requires cooperation, where parents must explain the benefits
and drawbacks of excessive media use, which includes educating children about potential
health issues and other adverse effects, as exemplified by interview:

“Education and guidance are like planting a small seed in their hearts from
a young age. If taught about responsibility and moral values, and provided with religious
education, children are less likely to reoffend. Receiving warmth in the family prevents
repeat offenses. However, children lacking familial warmth will seek it elsewhere and
potentially reoffend in the same way”

(5) Culture and Traditions :

1. From interviews with 30 youth and juveniles who were repeat offenders,
they provided insightful information on the social environmental aspects related to culture,
customs, and traditions. During traditional Thai festivals such as Songkran, Loy Krathong,
and Bun Bang Fai, youth and juveniles participate in various activities. These activities
provide opportunities to meet girlfriends and express themselves freely, which may include
drug use or consuming intoxicating substances and could lead to fights and injuries, as
exemplified by interviews.:

(A019) "Times of local festivals or important traditions in the village are eagerly
awaited since they happen only once a year. | feel a sense of freedom to g¢o out and socialize,
have fun with friends. There's consumption of alcohol which leads to spirited behavior or
sometimes inadvertently committing illegal acts.”

2. A group of 30 guardians confirmed that the social environment related to
culture, customs, and traditions can foster delinquent behavior in youth and juveniles.
Although these activities are intended to be times for family and community bonding, some
youths engage in risky behaviors such as alcohol consumption and sexual misconduct, which
can lead to severe consequences like accidents, violence, and even criminal behavior.
Guardians expressed increased concerns for their children's safety during such events, as
exemplified by interview:

(B027) "Most teenagers think they are grown up during village festivals and

tend to want to go out without their parents. They mostly want to go out with friends and
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engage in activities together, like inviting each other to drink alcohol, which leads to crimes
due to lack of awareness and no one to warn them."

3. A group of 85 administrators, academics, and practitioners found that 77
of them agreed that culture and traditions are valuable heritages passed down through
generations. However, the degradation of these traditions often results from individual
behaviors. The trend of youth and juvenile committing offenses can be influenced by
various factors, including family background and upbringing. Proper parenting can help
prevent recurring criminal behavior. Additionally, 8 other individuals emphasized the
importance of addressing issues such as sexual misconduct and alcohol consumption
during festivals. Youth and juveniles should be taught to respect others’ rights and avoid
harmful behaviors, as exemplified by interviews.

(C080) "Tradition is a beautiful heritage passed down from ancient times and
unavoidable. Thus, when organizing events or traditions, safety measures such as prohibiting
alcohol consumption at events, weapon and drug checks should be implemented. Public
relations should inform families to supervise their own children closely, explaining the true
purposes of organizing traditions, not just for social gatherings among friends."

(6) Economic Conditions :

1. From interviews with 30 repeat offenders, it was revealed that most of
them come from economically disadvantaged families. Due to financial struggles, these
youth often seek work outside the home, but with limited education, finding employment
is difficult. The jobs they can get are usually labor-intensive with low pay, leading to
frustration and discouragement from pursuing honest work. Those who have had drug-
related offenses learn that selling drugs is a way to earn a significant amount of money
quickly, without the need to work hard for an entire month, as exemplified by interviews:

(A008) "My family is very poor and struggles daily. I've seen my parents
fight since | was a child. Sometimes, | don't want to go home because | have to face their
daily arguments. | feel happier staying with friends where | don’t have to strugegle. When |
run out of money, my friends help me make tens of thousands quickly by dealing drugs."

2. A group of 30 guardians indicated that the prevailing economic conditions
have a significant impact, leading to family breakdowns and economic pressures that can
drive youth and juveniles to engage in criminal behavior as a means of coping with financial

stress, as exemplified by interview:
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(B016) "I hardly have time to talk or care for my children closely because
we are poor and | need to work from dawn till dusk. Without this, we wouldn't have
money to support the family. My absence means less warmth and care at home, leading
my child to associate with friends and get involved in drug use."

3. Among the group of 85 administrators, academics, and practitioners, 75
individuals indicated that economic environmental factors are very significant. They noted
that children who are released and cannot find jobs often return to their communities and
unchanged families. When they return home without jobs or income, they may resort to
drug dealing as it appears to be the easiest way to make a living, potentially leading them
back into the cycle of recidivism. Another 5 people provided a different perspective, stating
that economic conditions or family financial status are not direct factors causing recidivism.
They argued that even if the family is poor, if the parents raise the children with love and
warmth, providing a reliable support system, economic status does not necessarily lead to
re-offending. Additionally, 5 other individuals mentioned that when children and youth are
placed in training centers with peers who repeatedly commit offenses, it can create an
environment where they build networks for drug dealing. This can tempt them to re-offend
as it offers a way to earn money easily and buy desired items, as exemplified by interviews:

(C080) "The economic aspect is crucial. Many kids in the center who are
involved with drugs do it out of a need for money. Once released, if they can't find a job,
they are at high risk of reoffending. We need to promote education and vocational training
to prevent them from returning to an unstable community life."

2) Strategies for Creating an Environment Conducive to Preventing Recidivism
among Youth and juvenile
Based on interviews with 145 individuals and discussions with a focus group of 10
people based on 6 dimensions of (1) Family aspect, (2) Residence, (3) School
Environment/Friends/People Around, (4) Social Media, (5) Culture and Traditions, and (6)
Economic Conditions, the following strategies for developing an environment conducive to
preventing recidivism among youth and juveniles were summarized:
(1) Policy Level

1. Itis challenging to alter a child's environment directly, but it is possible

to cultivate internal resilience. Therefore, it is essential for children who have been released

to be equipped with life skills, which are taught at the training centers before release. This
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prepares them to resist criminal behaviors and to live successfully in a society that may
otherwise provoke such behaviors.

2. There should be an assessment of the needs of youth and juveniles to
enhance skills and aptitudes in various professions such as arts, music, tailoring, singing,
cooking, and craftsmanship. The focus should be on strengthening these skills so that, upon
release, they have expertise in these areas which they can use professionally.

3. There should be measures to make parents accountable and involved in
their children’s lives from the time they are in the training centers until they are
reintegrated into society. Parents should learn about the training center’s system and be
conscientized about their responsibilities in taking care of their children. For instance, in
ltaly, children are placed in training centers for six months, after which a priest or
community takes over their care. However, if the children breach the conditions, they are
returned to the center immediately.

(2) Operational Level

1 . Modifying the external environment may be challenging, but
improvements such as making living spaces cleaner and more livable, increasing learning
spaces for youth and juveniles, or expanding areas for joint activities can foster networking
and community spirit.

2. Training programs for staff should be promoted to diversify professional
teaching skills such as arts, music, sewing, singing, cooking, and craftsmanship to meet the
varied interests of youth and juveniles. Some training centers may have staff with limited
skills or expertise in only one area.

3. Promoting real-life skills necessary for functioning in society outside the
center is essential. Skills like critical thinking, decision-making, and problem-solving are
crucial for children facing the outside world.

4. Families, communities, and relevant organizations should encourage
youth to engage in sports and use their free time beneficially to maintain good health.

5. Teachers should incorporate knowledge about the sufficiency economy
into the curriculum, particularly for children whose parents work in agriculture. This
knowledge is valuable for teaching patience and the importance of timing, which are
essential aspects of the sufficiency economy.

6. While controlling the external environment is challenging, platforms like
Facebook groups for job placement can help. When children have worked for 1-2 years,
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they are likely to adapt to society without reverting to criminal behaviour due to the life

skills they have acquired.

DISCUSSION

From qualitative data analysis, including in-depth interviews and focus sgroup
discussion, the environmental factors conducive to recurrent offenses among youth and
juveniles were summarized:

1. In terms of Family aspect : Predominantly from broken families not living with
both parents, relationships within the family are often fraught with frequent conflicts. This
aligns with the findings of Boonchuay and Thiraporn (2019), which found that significant
reasons for deviant behavior among youth and juveniles include family issues, lack of
bonding, or pressure from the environment that leads to a regressive state where children
cannot find solutions to their problems themselves, leading to increased pressure and
eventually criminal behavior with widespread negative impacts. and This is consistent with
the research by Meldrum et al. (201 6), which suggested that family environment, family
bonding, family conflicts, and effective parenting significantly affect upbringing that leads
to children with low self-control. The study found that biological parents with low self-
control have relationships with various aspects of the family environment and youth
offenses.

2. In terms of residence, most communities consist of rental houses and subdivided
rooms. The surrounding environment includes both crowded communities near liquor
stores or various vice establishments. This is consistent with the research of Ketsil (2019)
and Shaw and McKay (1942), which found that deteriorated residential areas with dense
housing, as well as some areas with rental houses or rooms near vice establishments such
as massage parlors, pubs, and bars, are high-risk areas for offenses committed by children
and youth.

3. In terms of School Environment/Friends/People Around : The typical behavior in
group settings often involves encouraging each other to drink alcohol, use drugs, and
engage in nightlife activities. This align with research by Ketsil (2019), which states that
factors leading youth and juveniles to commit offenses come from both internal factors of
the youth and various environmental elements. The most important and closest

environments to youth and juveniles are family, friends, living conditions, school, society,

222



NIEATIVINTDWY Iz dRIvemans

Journal of Criminology and Forensic Science

and media. Therefore, the extent to which youth and juveniles commit offenses largely
depends on social conditions and structures, consistent with the Differential association
theory proposed by Sutherland (1947).

4. In terms of Social Media : The use of online media and the internet leads to
various problems, such as imitative behavior, gaming addiction, violent behaviors
influenced by in-game scenarios, and even online fraud or sexual exploitation. This aligns
with the research by Phuwachaijirapath (2017), which suggested that parents should
properly educate and guide children and youth, and also consistently monitor their use of
social media, as it can be a contributing factor to criminal behavior.

5. In terms of Culture and Traditions : Cultural norms and traditions have long been
a part of Thai society, but they also provide opportunities for youth to reoffend. During
community events, some youth engage in risky behaviors, such as drinking alcohol and
becoming intoxicated, which can lead to a loss of self-control. This aligns with the research
by Phuwachaijirapath (2017), suggesting that problems from pressure factors and social
environment, including issues of values, beliefs, and culture, can be addressed by the
family institution. Parents should educate and provide correct guidance to youth and
juveniles, particularly about values concerning materialism and lavishness, which can be
mitigated through proper parenting and guidance.

6. In terms of Economic Conditions : Families are generally poor, with dilapidated
housing conditions. Parents lack steady incomes and jobs, leading youth to seek
employment outside the home. Often, they prefer not to return home, where they might
join friends in drug trafficking and theft to support themselves, influenced by observing
others who appear wealthier. This aligns with research by Vidal et al. (2017), which found
that family environments, especially impoverished ones, significantly increase the risk of

juvenile delinquency.

CONCLUSION

The cycle of recidivism among children and youth, driven by conducive
environmental factors, stems from various causes. These include the characteristics of
children and youth living in broken families with poor economic conditions, lack of warmth,
and inadequate parental guidance. Additionally, residing in deteriorated areas close to vice
establishments, being influenced by peers or individuals in school or the community to

engage in negative activities, and excessive use of social media leading to being deceived
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into illegal activities all contribute to this cycle. Another significant factor is the differing
cultural and traditional practices of each community. During festivals, the gathering of
children and youth can lead to group offenses. Therefore, to create an environment
suitable for preventing recidivism among children and youth, it is crucial to eliminate or
reduce the negative environmental factors as much as possible. Only then can the

prevention and permanent resolution of recidivism among children and youth be achieved.

RECOMMENDATIONS
1) Recommendations from the Research

1.1 Recommendations for policy implications

(1) Training and rehabilitation centers for youth and juveniles should manage
the environment and relationships in new ways, emphasizing full participation of youth and
juveniles. This includes creating supportive family networks and equipping caregivers with
the skills to properly care for youth and juveniles, fostering positive family relationships
once they return home.

(2) Training and rehabilitation centers for youth and juveniles should provide
policy regarding to the family report about the behaviors of repeat offenders in order to
prevent the repeat offending continuously and also design the tracking system in the form
of online application.

1.2 Recommendations for practices

(1) Youth and juveniles who have reoffended still have the potential to learn
and develop important skills for their daily lives, such as self-awareness, problem-solving
abilities, and social skills. Activities and education should be tailored to the specific
characteristics and personality traits of these youths, particularly in terms of their behavior
and family development strategies after their release. There should be efforts to involve
their families and positive peer groups to collaboratively ensure ongoing success.

(2) Training should be promoted for staff involved in the care of youth and
juveniles to enhance their teaching skills across various professions, such as art, music,
tailoring, singing, cooking, and craftsmanship. This is to match the needs of youth and
juveniles who desire to develop vocational skills in various areas.

2) Recommendations for Future Research
(1) Research should be conducted on the acceptance of employment of

rehabilitated juveniles by employers.
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(2) Additional in-depth interviews should be conducted with groups such as
police officers and citizens in areas prone to repeated offenses by youth and juveniles.
(3) Quantitative research should be expanded to explore environmental factors

that influence repeated offenses by youth and juveniles.
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AEIARY: ALOWE, N15A5NNINANBAITIADITBIUAAAMIEALIULD, ANUTUNALOULE, ANYMENIS

menmungdnanyaaa

Abstract

Forensic DNA Phenotyping (FDP) is a rapidly advancing technique utilizing DNA
evidence from crime scene to predict an individual's externally visible characteristics, such
as appearance, ancestry, and age. This information can be invaluable in identifying suspects
in cases where there are no eyewitnesses or traditional DNA fingerprinting methods like
Short tandem repeats (STRs) analysis are inconclusive. This review article provide a
comprehensive analysis of recent trends and developments in FDP. FDP has made
significant strides in predicting physical characteristics from DNA. Researchers can now
reliably predict eye, hair, and skin color, as well as other traits like eyebrow color, freckles,
male pattern baldness, and tall stature. Additionally, DNA-based ancestry prediction has
extended from identifying broad continental ancestry to pinpointing sub-continental origins
and even classifying individuals with mixed ancestry. Current DNA technology enables
Massively Parallel Sequencing (MPS), a technique that can analyze hundreds of DNA
markers simultaneously, making FDP faster and more efficient. However, continuous
development is still necessary to enhance the accuracy of FDP predictions, ensuring that
they meet the needs of law enforcement agencies.

Keywords: DNA, DNA Phenotyping, DNA Fingerprint, Externally Visible Characteristics

UNUI

Tuslusvosywd Aduedudumstugnssuasivinaiuaimsfndsiatugg
wiBwnY (Core unit) WUU “luasnsewiias” (Tandem repeat) lnefiusazmipasdousosude
Frurun1sEIUsELQ 50 %A undfuLUamanTian Variable Number of Tandem Repeats
(VNTRs) Tn Sir Alex Jeffreys tinwugaanssnassngulddunuin VNTRs Tubuvosuywdi
LLGmeNfTulUELuLLm'aEQﬂﬂa FalaWaiunaiia Restriction Fragment Length Polymorphisms
(RFLPs Technique) @ se1deansnnislunisasiannuuansiweavaslagldauaiuisaves
wuluslidad g (Restriction Enzyme) lumsidendamdueludiuiiuansendnvalianizynaa
Al Sueifivunnnuenldvii snduhfiduesnausnssumariayhnsuwenuy
aulnwirsemaila Electrophoresis WAt U IE AU U ULHUYB ALOULD (DNA profile)

BT MUNANWANAITENINYAAR 138N “Aa1eRNNALOWE” w38 DNA Fingerprint Ainundl

228



NIETIVINTDwY Iz dRIvemans

Journal of Criminology and Forensic Science

unumddnyduegredslumaliiimenmansda Sir Alex Jeffreys fanAuissnanlaiunisendes
Iy “Oanursarefiusiaidue” (Chooluck & Jankhangram, 2021) Aidutefisiiuasireiies
annsonunszareegialuluiluivesuywiuasdnitugs Inesuoudinuluudasyanaaylsl
wirdwiliiAnagnmdugiu (Polymorphism) Tuudazyana uazlUldidunssmanems
Wugnssuiuegsunsvate (Jeffreys et al,, 1985a, 1985b) agslsinu mAlANISMEILMLITEY
VNTRs #2833 RFLP tusnifudiodlddodnsfidueluuinasnuazegluanmiiroudrsauysel
LLG]'EZ?WI%JUﬂﬁﬁ@i?ﬂﬁ@ﬂﬁﬁﬁﬂgﬂﬁ%?ﬂﬁaawEJ’]W?!G]%&UW%JHE’WVI’N%’m’]WﬁLﬁuiélﬂﬂﬂﬂﬂ’mﬁLﬁﬂL‘Vi(ﬁ]
fagivnallinnuisenegluanmitlianysel ilinsdumdumtsues VNTRs Wuluge
AT nd NIty thinemansisduemndumiahsunuiifvuindnag dufte STRs 3n
Wengsarnanudndalunisindunaian1svifi@ens (PCR technique : Polymerase Chain
Reaction technique) FadunszurunsmsiinySinamesiiduelunasnnaass vildanansauia
Uinamesiiiuesedaiiazihlunsnaeuldogissind Tnefidumisues STRs Adesildlusu
msdiidnermand sinUsznousmeluadnuam 4-5 lwaseniamhounuy mnthaefdueveseu
danuuLgUiuaznuIn quﬂﬂawﬁﬂ‘]QzﬁﬁﬁﬁuL‘Uﬁe??ﬁLLmﬂﬁhﬂﬁuﬁWumLLazij’WU’Ju‘gﬁ Tonad

U =

upradesnuininliladinnufgidesiunaisidenudlszdareiunaidwefimiauduyn

a

Usznmisilusesiidululaeinunn dndfinermansddddduvenvadiegrsdoionnaniun
a fal & [ 14 a L4 ) ¥ 1 v 1 o
AsRdRUAEiNnAdULe i biausafiaatauduyanalaegataulagikaiugn (Chooluck &

Jankhangram, 2021)

Jagulalinmswmunnalulaglnd Adauyideieawiaveisdnninuainisoves
NITTUIUNITATINIATIZNALO LN AT NeAEns W otRuaula (Sensitivity) Anud g
(Specificity) wazausInsatunsinszidayawazlinan1snsivaeuiinddu (Butler, 2023;

aaa

Haddrill, 2021) el uRin1sn1edfingiaians nantauwislauivalulag Next Generation

[ '
v ¢

Sequencing (NGS) ?z'iaL‘i']uL%ﬂiuiaﬁsuquﬁﬁm%’umﬁmé’wﬁ’uLual,l,azmmia%mezﬁsﬁ’agaé’ﬁu
waldluu3unannn (High-throughput) vanedulmaneuaznanesogdundaienty saudd
anulilumsasisliesginsnaneiiudiaznsiUasundasesdiiuiuags (High sensitivity) uag
T¥n1simsigviainuilandlolng uuvvuirunsoudutd usiuiuunn (Massively Parallel
Sequencing; MPS) vilvianunsafnwuaslinsizrguduinlandouiu Tutagdunsinses
STRs Sepaduisvanililunsnsafiguisyana Snsnsiaungudeyaniomneiugnss
STRs (STR markers database) fifia11uA 191207 W3 08 nevdaninlasenisdlusuy ud
(Human Genome Project) La3aasysal sivliinsAunuiaiosneiugnssu STRs luigdmu
thinldlunsesvaeunsdiinermans wedaaefiuididuelulagduinnaaeuiedesmne

Wugn3sy STRs AeinAlla PCR wazAnaain PCR products A1e Fluorescent dyes waatly
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Anwiisne Capillary electrophoresis (CE) faithisfimmismazinnugnsios wiughas (Butler,
2023; Dumache et al., 2016; Haddrill, 2021; Schneider et al., 2019)

o

NFIATILIBLATRMLNBNUGNSIY STRs dulideidendanAaidunszuiunisiisesende
MaUTeuLiiau DNA profile Aildannuangrumsdininlainasiduveandevsegnssianuiing
iy lunsaildannsavhnswSeuieuldwu dnewmeldwauniluvseduadfilianunsaszudne
wigle ldanunsassysmuvesvield viseliannsamaseupsisegfueandeiiaiuiietg
a = o =] = 14 [d Y 1 a P o ¥ ¥ £
AduenvmMsUseudisuls anudululddfissegrafigrfeiideyaluAumangiudeyas1v,

aa [ Y] 1 a o« | 14 . = @ a A v
nsndinsiviiegfdueielivsegutaya DNA profile vesuaragyme Sudusasinoudng

o & M v <3 v 1 14 1 | s
aunmsglunangqussmatuliladinisiiusiusiudeayamaiiienliedraluszuy Tud a.e.

€

2015 Fsladin1siaunmaila Forensic DNA phenotyping (FDP) wildlunisssusiaunnasiudag
sosasdelunsdiiliannsnszyfnulaeassiuaefanifidue lasfimadeidarannsnune
5ﬂ‘1ﬂmzﬁﬂiﬁﬂ§] (Phenotype) L &n1 Nyl afswdaderives Unknown sample donors ¢
TnsthAduefiadaanudnguiignsevindafsliluiifiaumgionnandsuuviosiinnios
g e Telagldias oamunefisue (DNA markers) 91nuaifivlu Single nucleotide
polymorphisms (SNPs) %3 aafiuifi eviutednsauznianienineeg wdladradunmiiass
Tuntdluneufinaesd (Haddrill, 2021; Kayser et al., 2023) nminanset W INTAgNALI9TL

nfregiduelagldlusunsumeuiumesiuiwdinzliaunsossuldosasdelaogadaau

]

[ o

wazutuoudnadsfasinsiaundnun uiforavgdelinisdumauiierildsniatu T
a1aaziimsihluilSsuiisuiunmaeservginsugiudeya wiethluldduusualunsduaiu
14 (Butler, 2023; Kayser et al,, 2023) unarwiidunssunudoyauareasdonvemaia
FOP saufiangufifiiisndestunmsinseilaeiingussasdluiie@nyinisi FOP undszend
Tunsfifiingrmans anuinmdiuagnisimuives FOP lullagtusaulutiadnanmlunisiiun

Judwddglunszuiunisefisssy

Y [ ¢ o Y 3
fﬂiﬂi']Qﬂﬂwaﬂﬂmﬁl'laﬂ\‘lsﬂﬂ\‘ﬂalﬂﬂaﬂ?ﬂaL'EJ‘HL?J
Forensic DNA phenotyping 1 utnaiianisilfinenmians A vaeliaiuisanianisal
anwgn1NIEA NN UsIngdaainyaaa (Extemally Visible Characteristics; EVCs) laglnns
TergindueanvanguluiiiamnesInsIIEeMegsaINyARadIe FlaeUnfudinis
a fal & £ & ad Y Y ! = a 4:1'
arRanefiunauelagly STRs LWWIsumsgulumsszyiiyanandIgemaBanminului

Wamauanintusing STRs vesuanadsuiutlinseiulusindvesddosasdonialunseiu

o
Y aAv &

giudeya AdueanafasgInssuseazlifindngiudulsing ssviliaftunaznuzug
Nagidnszyiiaunsulng fedinnsdnnaila FOP AldAowermimduniisdussnisdu
N30NUI8Y1INT84 (DNA intelligence) 10aHUNUIY L1aeazyinn153LAT1% DNA markers 9114
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v A

Yo3a (Informative DNA markers) aidusunisuudlunvesuyuwdfifianuuysusiuvosdifud
BSueuazarmivesdidumaiazuanistulluudazyana Tasvhnsiesedstaiugnssy
USuiiin SNPs delusiazyaraasiistaiugnssuiiuansstudndoslaefunsuasundas
VBUUANEIFUNUUFYY AIULANFAIIYDS SNPs mﬁwﬁma%wulé’ﬂa&Jiuﬂizmﬂiﬂa;wﬁal,wiwu
Ifeeludnusznsngumils n15ld SNPs 1fu DNA markers vinlanunsnannisaidnwasng
mMenmiiusngdainyaaa (EVCs) Tufiadioamemagfisans uasUszanmenguasyana 14 ¥
THfegremedanmiithaninssiduussuadiou "neuniedanan” (Biological witness)
(Kayser et al., 2023; Walsh, Lindenbergh, et al., 2011)

FOP Uszauaudifaluthlunsuszgndldfunisduaueivgngss Taslamzogsdslu
ariaegnialuidesnliifiuisuaniensundngu fograusnvesnislimadaiiintulul
A.A. 2017 Lﬁaﬁﬁimmmsmwﬁammnﬂuﬂﬁmmmim Candra Alston Wag Malaysia Boyki gn
a7 3 uvonseld ndmntgidsTinannsanssaludedadude Spuviualslaw e
T o 2011 Fslunaniu mafda FOP anwnsaadenmdnuuensuonvesdnseyininldlneende
MsBAseviiegeAduefinuluanuiitiame (Hunter, 2021) Snnilsadfianunsandnansls
dusalunfamaiiled a.a 2018 lunsdnduaiifuanansvesinudgs 3o 4 vauiisrsnegnmsn
nssuegsivafieugnudumdaouusawesindlunianansesiuadlul a.a 1987 Tasanm
Andlsosinvasuyed nszanfinuariiseslnlaneiia usduvessnegndavey lauise

seydmuvetantd auunluda.a. 2018 anunsofnuiineniveuinignananssuluadi lalee

]

v a [

mLaiy‘waamﬂqﬂﬁmmaawaﬂmﬂﬁﬂszﬁwmmﬁmu,azgﬂﬁwlﬂaaumuwgamﬂgﬂmwﬁLSuLa HANT
Jpzimiduenuindanuduiusnsaadontudnndiidedistaduesanvenutiues vh
Tihlugnisfunumowsiveadnvdsdeasduliony 66 uag 64 T (Hunter, 2021)

wadla FOP annsaldaanisaldnuazaisueniiusngdnvesyana 1wy dn dus di
n3t wazgussluni Ussneuseassdiundnde (1) 1a3esilonisiiasizrinisnateiusuuy
Multiplex ¥mtin7i3uA51¢% DNA markers w38 SNPs wanesunislunsadeatu wieldlunis
AinssRdnuarInenImLaz (2) fakuunsviune (Prediction model) iadnstuitevune
dnwazynanenmiiusngimeanuiiazdugs egrlsinudsdidedinurssmaiieadiuns
FunednEEIINIEAN Toe uavengaInAueiiotngUszasimsiiinermans (osan
Fruuiegeiililunisfnunddlidifssmednisyadayaillumsadauasasaaoufauuuns
vuneflvuindndaiug dinisduaiiuar3Seiitonn DNA markers vslquazsiaun FOP 19
Uszansamunndetuly $aalaiRdfiniuaniinnsAumy DNA markers Tuslquuuilisadostunns
WAAIBBNYRIA N YL IUTIMUIAN Ls'i'}uaawmswqwt,l,azmq vilwansnsaimuInsmaaeud

v a v v

ANUNIDANANITAIANWAULLNANT LA D8 19MU UG IUINTUD NN ITITNITHAIUIDANDSNUNITIATIER
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Peyaniusedninings dawalvivivlianuisaviuiednuaesusimtinlaegrawiugiunny

(Brancato et al., 2023)

Lﬂéaawuqsﬁuqniimaﬁﬂ (Single Nucleotide Polymorphisms Markers)

SNPs (Single Nucleotide Polymorphisms) e dasiunisiliamiziangaslufid uied
finagdidedlolndunndaiululundazyama tinainnsnatelanizan (Point mutations) dana
THAndadafinnaiudszneudeivanuandsiulusumimiaesindlomdniglulada (nm
7 1) wulgafsluusadillléfiusia (Non-coding regions) vessTuauarlufuieusnanonsou

(Exon) Lagdunsay (Intron)

General population

Single nucleotide
polymorphism(SNP)
(<1%)

AA 1 n5LAA SNPs Tudlunveauywd (Lima et al,, 2022)

TunedATne1mans uIToRIng ITILUNAMULANANTENIIIUARAA Y SNPs AB
Aunie SNPs iy HLA-DOA1 Tagldyanaaay AmpliType PM g3 PCR @98 HLA-DQA!
g

Wudiunilsweanguduiisendt Human leukocyte antigen (HLA) complex d1i17%e58uy

piguiulunsienauLanAesEnItlusinvesTaneiulusiunaialaegdegnsuainaieuen

Y 9

wu fauwazuunilise uddnmeasunieisiaziauligs ualinuasideadesliaiunse
Fuundunianuadieduuinlad Butler, 2012) Tugrmatelsou dn1s@nwITeiiiossy

v a [

Funie SNPs sl quagiauinisvaaeau Multiplex SNPs iielduseloviflunsilfiinenaans
failudlunveaywdazduinaiiin SNPs ogifusiuaumndsarunsnit SNPs anldidu DNA
markers ldunang sudvannsalinsnaouidearsusiny gy (Ancestry test) Tnglutlaq i
a111350n1578A51398 SNPs §9 52 sunslufiduievesyana LW3suiiisuzUeuy SNPs fu
giutayasnada SNPforlD vihlsanansnshuneldinyaeatiudussmyguanainginialalddessdu

Waaegagnelunivegneiiuse@nsniw (Valle-Silva et al,, 2019)

n1sAan1salaneazgusninnanadweluiiiamne1vaynssy (Predicting

Appearance Traits from Crime Scene DNA)

1. msiunedauazduuainfidue (Eye Color and Hair Color DNA Prediction)
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s (ris) vosywdRadulsvarnmans dafunildudnvaziameianzwwdugiuves
ﬁmm?iqm (Polymorphic phenotype) sausinnanddihseulisuduanaimaduries URINGY
F90u Intermediate eye colors Ao &1 dmauns Avdswazdifen AnuuAnFYEsELL
HuraunanUsinamssfindwaduazsuesanlulvluduuenvouium wu sadhia

s & [ =

fuanfuusswalulsudesnimfinadusiy Fvewuiumeaiuaulasnssuiugdundn nnd
hnanuldvilanusnuldtiosunlussanaglslnsanizegdmanoumile diumasy
uananil Woinddufudeluglsvuasinainnisdadonniusssui (Positive selection) lu
Hagudns@nwutevanud laisafuiuf muaudavesuysdundulasnisdnuwinis
Wi oulesv93Tun (Genome-Wide Association Study; GWASs) & s unsAneraanuduius
sewinsaiuiandlelndfiuansrsfuluilunvesnguuseuing dednwasilulndiuansiaiy
delimauuinuresiiBuefifstesiudnuueTulndiaulady wegmstinsginndenlss
938U (Linkage analysis) infiiiad18u 0CA2 vulashilw 15 WuBuiifinadednuyudinnian
Wesmnieatestulusiu P Fesududmsunisadradiag (Melanosomal proteins) nsnane
fuguesBuildmaienufinunfivesdiia (Pigmentation disorders) win1sAnwaganyuIAL
wUsUTuneugnssumesiiu HERCZ TlaglndifsatuifuBu OCAZ dufienudiniusiudmannniy
fu 0cA2 Taeilagtuidedinmuuususiumeiugnssuvie SNPs ludu HERCZ siwihfinaugy
A13vi191uv0e8 U OCA2 g Aafu Tunisuantoanvesdnilunyve Tuvaei uiiwdy
HERCZ/OCA2 \ipatosfiudnaiuasihmainniige usfgafimadunududu q fdmarednde
Wi SLC24Ad, SLCA5A2, TYRP1, TYR, ASIP uae IRF4 usidlnatioeninann dnidelainisfnwiuway
WaiuszuuleSamand (risPlex System) ielddmsulunisasinasudan (Walsh, Lindenbergh,
etal, 2011; Walsh, Liu, et al,, 2011) Tngi3uainnnsld SNPs wnsusmis 9nduiliiedesty
nszuInNsasadind (HERC2, OCAZ, SLC24Ad, SLCA5A2, TYR uax IRFA) §asguuiiazanunsn
wonAAANAaTEiInsATuarAtnald egrauiug) (>90%) nslanizegnedatunga
UszanslunavglsUuazeinm egslsfimuilevrumeaeuivussannsvierdoazinnuusiug,
Anireenefitiddey drudnlungy Intermediate eye colors fiauusiugrniidfuasa
$191@un (Chooluck & Jankhangram, 2021; Marano & Fridman, 2019) uagladinis@nuiluwiy
glstidoaedntaiuiu 6,168 au warluyndniad 238 auuandliifiudn SNPs AAeItestudn
15 suniandu 8 win awnsaviuiedandfwasduinalddsauusiuginda 90%

(Paparazzo et al., 2022; Walsh, Lindenbergh, et al., 2011)

288




Uit 10 aliudl 2: nsngAs - Sunew 2567
Volume 10 Number 2: July - December 2024

v
v a o

M 2 NsmuANanyaednnn SNP Tugu OCA2 lnedadans 3 wuuiindulanusin rs12913832 uasil

o

Tulndfiuansoon @) luusazyanaiiidadaunnsnaiu (Brancato et al, 2023)

Tudu 0CAZ fimuaudaniu SNP aziAnluudim rs12913832 laenisiiua A wie G 4
AINUIAINGETD (rs12913832:A/G) A2 @INANUNITHENIDBNYDIaNBULNISE (Pigmentary trait)
voainauardih Tnefiuinm rs12913832 danduuinneyint (Conserved region) luding
finszgndundmansadddlnoanzodadslunyvdiaglunydsdrduiiedlelnddanumilou

[
a % v A a

(Identity) £ 77% laglun1smnuadn iy 9ada rs12913832:A azdLdsNN1LENI08NTDIDY

[y v a

OCA2 waznsgiunszuiunsasaudaddmaliinunddnea Tlunanduiu dada rs12913832:G

ASUHINITUANIDDNVITU OCA2 hazfudinisduasizmdadvinliiiundani daiuluaunilsa

v ' '
a Y &) aa v =1 v

Favte 2 100 A/A agfandiiana dudu 6/G aediondih dnlueuiidsadaniadu A uasdnda
gandiadu G aedndthemadeu (Intermediate color) (Nl 2)
Tu¥ A 2013 I8fimafauszuL MsPlex Tiannsnvhungldfadmuasruandeyad
BuovesusaryanaFenisruuiedlotamdnd (HirsPlex System) (nmidl 3) lagodeiiugiuain
U IrisPlex 1hunAlaszsisaniudulunguitiinasednu szuu HirisPlex Usznausng m3nsa
Anseviduiuy Multiplex Tae 14 SNPs 6 siuiaiviunedmlswsiugunniigaainszuy IrisPlex
2uffu SNPs filvideyadnuifusslovdunniigaunldlunsiunsuazldfuvuyiuensaia
(Statistical Prediction Models) d1s13ushunednuagyunedng fauuy (Model) wiand W
NVDYaNNINUTNITULALINYAULNNNIEANYBINGUATDE 199138 LU Tumaneiuaudmsy
MslnsERdmLaznguUsEvInIanesesaudmuNTIlATEiaRy Tned HirisPlex system
auusiuglunsviunednddiuasdiinavesyusldunndt 90% drunsviuneduuud
Ausiudlagiadeagd 79% (Walsh et al,, 2014; Walsh et al,, 2013)

ANuuanaevesdntluauludunauanusuiavewuariuasvinfe gwaiiy

' v
< aA o

(Eumelanin) gaild@aanses wavillawwaniiy (Pheomelanin) #slvidunwmisemans lnayans

D

)}

fnydunsuaziidadiuvesillowariuegaudaisuivgiuaiy luvagiaundnudiduas

Usnaeasgaiuegunadiuauiiinuduasudtuinaslwanfuudazyinegieuan oty

nshuwednusiemaia FOP Tudagduaslddunieidesiunssuiunmsdunszmuandudu
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DNA markers fila MCIR, SLCA5A2, SLC24A5 wag HERC2 agld SNPs 22 siumisaindulung

fananBaanunsavhuneduslauaiugiia 81-93% (Schneider et al,, 2019)

Hair & Eye colour phenotype Prediction result

. | Dark Light
Hair [—gg3s 0161
Brown Red Blond
0.309 0.001 0.059

Eye

Blue Int.
0.058 0.183 0.759

Hair Dark Light

0.055 0.945
Black Brown Red Blond
0.057 0.152 0.01 0.78

Blue Int. Brown

2§ 3 Msvhunednuaranuainadwelagld HirisPlex system wasillulndiuanaean (Walsh et al., 2013)

T8 aue. 2024 FanAdendunaia FOP wldvinunedauasnuanfduenywdinuly
FINUBULNANT U N7 (Lucilia sericata) Fainagsttudugnanluy IS uAUYDINISIUIL U B¢

msseyfauvesiideTinlnegldszun HirisPlex fethadangnifiuainetanaiasuyud 30 aufiog
nelin1ssnwInenuauLlasiunsadsuueuU1Un (Maggot Debridement Therapy; N153n#1
wwalneldianuou lunmsiuidodefimeudmiennidiosonainune dreliunameiituuazan
nsRnide) Mnturhnmsaamduendldvemmeuntariuudihluinset SNPs wazvhung
dnuardnusieseuu HirisPlex nan1sidenuitanunsoasslusindfdueandegadildann
wuau 25 9 30 MlddSa uenantulusiidmduediulug (87.13%) asifushegiadeont
Isnenanasias drumsviunedangndes 17 9 25 feens (68%) wasilifisasegnafieiign
Fruunia lunsvhuwiednudunuiiaanseusiuuldodnmgndes 14 an 25 o819 (56%)
wazdl 8 Fetheiisuuninnuisoduansliidudsinonmilavesnisldmsuedinulusmuey
wasiurudealunstheszusyanalunmsivmuasumulunsdiiisanevesidedingniiane

L@EMIAUNRDINEULAYTUAIUYINTU (Deymendi et al., 2024)

2. msviunedRianfldue (Skin Color DNA Prediction)

Tula.A. 2017 Walsh wazangldAiuinan15398n15AUNY SNPs §1u7U 36 Funuafid
UszdnSanasdunmsvinediiannsidslundudiegisvunalvg 2,025 Ay AsBUARUUIEYINS
970 31 Uszineavilan (Walsh et al, 2017) wazlud a.f. 2018 Chaitanya wazaaizldiiine SNPs
73 36 fuvdsiidunumiandussuu HiisPlex-S (S = Skin) el ug1uainszun HirisPlex
95800 HirisPlex-S 4919 SNPs Wanua 41 susmdayiudiilunisyiunesiadan Suunazdnn

(Chaitanya et al., 2018) 58uU HirisPlex-S awnsaviiunednn dnu uazdianfduevesynnale
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ogsliuszAnsnmlaendusuuumeaianasandeyamaiugnssy Glulnd) wazdnuams
g @lulnd) vesuszrinslansiuau 1,423 au gdlsfinnu muusiugwesszuuTuegiud
A Tnedludugnanniigelunisvuefindadniam (Dark to black) sesaun@efindnan (Dark skin)
wazwiugtienflandniuindunn (Light skin) (1wl 4)

yaranaluamnsnidldamssuu HiisPlex-S nefduildalvldnuuvuasisaglinig

pouladuuiiuled Erasmus MC Hirisplex Vvl dsilamariunednuazdny (risPlex uag

HirisPlex) Trlganudneme (Kayser et al., 2023)
E « B (] Eyes

Eyes
blue 0.000
intermediate V1Y
brown 0.998
Skin
very light 0.001
light 0.022
intermediate | 0.547
dark 0.405
very dark 0.026

blue 0.953
intermediate [VIXY]
brown 0.015
g Skin

very light

light 0.502
o intermediate | 0.445
dark 0.000
very dark 0.000

0.053

0.006
0.677 0.008
0.288 0.179
0.029 i o 0.813

hasos,

0.000

A 4 MsvineEi Ssuerimaniiuedatseuy leisPl- chnéider et al,, 2019)

Tud e 2024 SnAdeivhimsieseinisuuivesdimyedilleduiasiddanslleldn
PNUAANYIUTEYINSIUINATERY Tuoen 48,433 AU nduihnsanenisdenleswes
Nuniloszyeieamnemaiugnssuiiisadouasnmewmdnguvesduiifetestudiasuds
s fueBumanifunsdudauainn nanisAnwwuing SNPs AAetesiuain 23
fuands Felusuauii 11 dumisidslipeiistenumndou i SNPs MiAgtesiunisadis
deAluedeny usenuandsegianninnuszensluglsy vuitedasaslidlalassainons

HUINTIURAZNTUTUMTINAINTAAN e N dUgIuveduNng o UARIIAATY Wagaunsai

Toyaluuszgndldlussuu HirisPlex-S laluawan (Kim et al., 2024)

3, mMeuedalndBule (Eyebrow Color DNA Prediction)

IfinsAnwduiimmundandundusnannideves Peng wazpalul A 2019
wuhARfusnusmaiugnssufiddng ilddome) Shesduiusiuang Tasnuidedld
FetnaUszrnsvglsunnnin 8,500 au nageufy SNPs 25 duvtisanduiiiinnudiudiva
1 9 Buiildainnisiesiest GWASs ldun ASIP, HERCZ, MCIR, OCA2, SLC24Ad, SLCA5A2,
C100rf11, DSTYK waz IRF4 aniiuiwansimszsinaunllashuuuiiievuedng Tngld
Uszansglay 3,114 au uazasvaeumnugndedusnanasinsviglsudn 779 au suuuiidign
Yool aunsainedRauuuuaeus /1 wavihna ivsvavsnindiunans Tnglisaudasg

wasluns@nunilinsglunguusznnsivinsfinunilauniiadduasegdossunn (Peng et al., 2019)
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suiuladn  anuwiugwedluwanisvihnednitegiueglusziulunansdainsduniuazide

agwaiadlnuatiuluninsseusiumus SNPs AAuwindlunsyinwedaiiiuduieily

Wawdmuwuulunsyiuedmluiussansnwunng sy (Kayser et al., 2023)
LAY LWARES

UMN

Jrunans

NUI

AN 5 UAAIRIDEINAUNUIYDIAING 3 S¥AU (Peng et al., 2023)

Tutlagdu flassnsnwmaiugnssuvuialvgunnunedssdrsannumainuatems
fugnIsuvesyuduarnsienlsssenineduiudnumeniainionmingg iy AT
ATMENID9E wazde Taglud A, 2023 dninemanslddunuiudtmuadnuazanum
vosmTauslfidu 3 sedufle U (Thin) Uunans (Intermediate) uagstun (Thick) (amdl 5) T
yhmsfinwdedndas GWASs lungusegnsualvgvesiiiidomeylsusiuau 9,948 au uay
unudull 3 fdiiedostunumunresialaensauaunsuaslusiuiiAeadestunis
Widulmvendumuia uenani SmuinBuuisiiiieedunuifiaruduiusfuanunnvesia
Tunduidomoafueusnuaziulunuiserouniingd Aflumunddalumssmunnumives
Alunquidieansglsudemuiu madunuiiormilugnisussandlflunsdiinermanditu Fop

diasyudgnsyimnlalueuinan (Peng et al., 2023)

4. NSYUNENTTUNRMTNANALDULE (Freckle DNA Prediction)

fimsfnuwuazdselud A 2018 FlEihnsiaussuuiievhuenisiinssuuRane
mnmueduadusnlng Hernando wazanizdsldvinsiselnuonduiognmwmadusiuau 458
Ay wagld SNPs 3 funusnn 3 Buuditiwansideluadresfauuumsiung Feiuuuiildiud
Uszansawluszaulunanslunisuenauiidunszesnanaudilifinssuulunin seunlud a.e.
2019 Kukla-Bartoszek uazanizlgldfagnmniluuaus 960 aulunisdneiitewmuiuszansam
yosuuunsiune Tagld SNPs 113 fumisann d6 Buiilidoyainfedesiunszuiunsaing
find (Pigmentation traits) Tusyud agnlsfinmu suvunsiuneildanaidediivssansnm
Fudsndntosvity  Sefulutiagtuinifedinadimumetguiiorszyiuiees SNPs
WwrnznzasiunsianszuuRanidiududiefinanuudugwesiuuunsiug - (Hernando
et al.,, 2018; Kukla-Bartoszek et al., 2019)

5. nsiiugnsianusslumwArI8anNABULE (Male Hair Loss DNA Prediction)
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angAsurdulunae (Male Pattern Baldness; MPB) iludnuwagynesnenindisnenan
maiugnssldadaefinisUssnunsenuasoteveamaiugnaslia 800% vidlumayed
ogluv1901g 20-30 Vuavwogeeny Insvulastuley Xq12 axddudiviviiifidu Androgen
receptor (AR) Wag Ectodysplasin A2 receptor (EDAZR) a&Uflﬂé’Lﬁmﬁ’uéﬁaﬂiwmudﬁwﬁﬂam
¥ilaiigadaatun1siia MPB wena1nil 91nn1531AS18W GWASS nud18u PAXT/FOXAZ Uy
Tastulon 20p11 wagdu HDACY vulaslulan 7p21.1 990980 5 Auwnisludlunfe 1p36.22,
2037.3, 7q11.22, 17921.31 wag 18q12.3 arullmuduiusiu MPB dnaae (Liu et al,, 2016)

Tud A 2015 fedsodftenamnsmuuunsusnmsianesianeeduadusnlag
Marcinska wazanizdlasunsatuayunazidudunisveangsdds 91n The European Forensic
Genetics Network of Excellence (EUROFORGEN-NoE) Tun1533eld SNPs anBuiliieadesiu
MPB $1uau 50 duvtanaaevlungudieg1srglsuninnit 600 Auanna AL e
anizf3delaldszuunsdnussanues Norwood-Hamilton daduisnismanisuwmdldiumly
dnumsUsailiussiuresdsvedluname seuuilldian 18 7 Wedndusuminsuusives

Y 1

AswrdamunnUssiliuszaurasdsvraulunguuszannsimegrsudmtalu 4 nquauetgwazay

JULTIRIATWEAIUAD NAUT 1) HY1geneIndd 50 UNATwEa1U (Norwood-Hamilton grade |l

[ '
= T a ¥

W30g9N1197UU 226 AY) naui 2) Hueeny 50 YYulunliddsweaiu (Norwood-Hamilton

'
=

grade | 138 Il 971uu 179 Au) nquil 3) §y1ee1gsindi 50 Ylidiann1sfsweaiu (Norwood-

v

Hamilton grade | w30 Il ¥1u2U 100 AY) wag nawd 4) fw1eey 50 JTulUATATwedy
(Norwood-Hamilton grade Ill #3983n31971U3U 100 AL) WAZUINANITIATIEVNATNAIUUUNIT
unelaglyd SNPs 91171 20 UnUIRAIVINNITATIVEBUAIINYNABIMALUAIUEIVBIAIUUUNTT
ywglunguusesnsglsun 300 fogs Sesfauuuiiaiduiiamnugniesasusiuglussdy
Uunansusiasdaruuiugundudiilunageulunguusssnamasisfisnegunndt 50 Jau
1U (Marcifiska et al., 2015) 3nsulud A.A.2016 Liu uazangldinsdnwanuudiugiluns
yuneaneAsugdulumays (MPB) Ingld SNPs tamua 25 sundsanduiidenlesiung
MPB nagaulungusiiegne 2,725 AuNUseynnIsnilusanauakazieasiunitnsaiaiuuy
A19YUIE9IN SNPs 14 sumisdeianuuiiaiedufinugniesuarutugilussduuiunang
Widediu (Liu et al., 2016) waglul A.a. 2023 Chen uagamy (Chen et al., 2023) laihmsidy
ieadraiauvumsviuisnain MPB laglingudszmnsvuialug (55,573 Au) 99nsu1A1S
FINMNE@NII¥019419n3 (United Kingdom Bio-Bank; UKBB) vilvinan153deilainugnaes uaiuen
waztdofionndstuuarld SNPs avun 117 fuviisain 85 Buiivhnisiiasest GWASs Tag
Hagenaars wagAmdzlul p.e. 2017 (Hagenaars et al., 2017) unlglunisideuazasisiuuulunig
vhunedifianugndeaazusiugilusediuia egslsAnmutinidesidunisimuinisyiune MPB
othwtailoauasldngulssmnsuanmiionnglsuifionanduuulidiamunindedeinnd iy
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6. NSIUIBAINGINALDUD (Body Height DNA Prediction)

msvhwsaugeanAduelignieuaruiugsuiudosdion esnaududou
ysugnssuiieatesiuanugs ailufimansevunes SNPs Tuusiagsiumisiudamanofllulnd
fuanssentiosuniiedussiuiodumsviosniduriiiu Jeuluasdoringest SNPs S
innitezai LI sTIhueiiauusiuggs Wunddelae Lello uavaiglul a.e. 2018 7
ai19ialuuNIsuIgANgveeTan1elagly SNPs andleg19UsEInsly UKBB 11nndn
460,000 A uddwvUildiuiusEansamuunansaeulumasi (Lello et al, 2018) Tud A,
2022 Yengo waganldifiuiaidenidunsiinget GWASs MAsafuamgwesienie an
nauFetnalngiignsiuiu 5.4 dueu wagAuny SNPs fedestunugeedsidoddynin
12,111 shundsdnifuosas 40 ves SNPs Mifstestuaugdlulszrnsglsuuianduiosas
10-20 lunguuszrnsanyivdug wiulddninluudasioratu SNPs ARauuBuilisatostu

ANNGTETUIABUSANATWBNMIE (Yengo et al., 2022)

7. meiuednsazluninainfiduie (Facial Features DNA Prediction)

mvhunednuvazvemihaniidueidudunilshudwanendnvesns@ine EVCs titeli
ransnasanuusaesunthiivssneutunniueld IneAnwlassaddlumiainssesving
Jeninagea A uulunt WY AMUNTI9YD93IYN ANUNTINVDITURUIN TP8EMI9TENINenI9m)
wazawevedlunt deluszozusnazsjadiulufiduiiierdesiudnuaslunihdsinmuldain
msﬁﬂwﬂsﬂmqﬂ’uqﬂsimﬁdamaﬁﬂwﬁﬂ Wy Unuinaanaulng (Cleft lip and Cleft palate)
wazAudnunfivesnsluand susnazlundn (Craniofacial dysplasia) Sutnand unsdudl
Anuduiusiunsiauvesnsinandseeuagluniuazdmasodnyazuaigunt fiegray
§u PAX3 718w Transcription factor 7 nuly Neural crest § 4l #2409 ulsA Waardenburg
syndrome (IsafvhlsilsigUaesionnsaasudifudings Aandedauazeragadonslaa)
wardanuduiusiudunyaves Nasion position ¥30508/8381I19n5EANNEIHIN (Frontal
bone) uaznszAnaN (Nasal bone) flogjszuinsniisansdns uonvindu Ssfiduduqiifunum
AdeAdsty LU PROMI6 wae TP63 agnalsfiniu SNPs fAnd uuuBuudagiiiAisadestusy
wiagdnansznuifisndniosdesuninlagsin 11uideves Claes wazanglul .. 2014 G
odedayannnauiiosmannuaedomAuiinTesidae SNPs 24 sunts wdnihdeyaitldn
T imundnuazaesayn Sufldan anunanvedlumd nsu A19 wazduAudnianaing

v v

wuudaslumituuiugiuil uenandlutagiudalinmsiTuduqieimuinisvitunednuae

[y o 1Y

Tundneg1enoriog vTANUEULAE SNPs NEUWUS AUAMUNINNVDIIUNLI AUNI1NUDIAD
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TENNTENINNT ANUAIALDEIVBIUAENUNANFIUN ANUNTNAUILN AUNTNTVDIFIYUN UAL

sUnswasUnmewuiu (Claes et al., 2014; Kayser et al., 2023; Marano & Fridman, 2019)

(3 aaa .
grudayanidutelunielifiingnAnans (Forensic DNA databases)
udeyafidueiiion1snsiaaeunvdfiinermansivssleviogauindenisdvaiuns
919y 1N551 IMen19Lonlesnfo1vYINTINANeY WaRaeiuaInn1siUIsuisy DNA profile Aile

[

nnvanguluifawaiuudeyaveiewmvsedinenseyiiantuiinbilugiudeya deavyae

Y

3
TEURIO!

3aedE M3etiusvuyARageNIuNTsIUTeuTs UL wevega e iugAiieand

[ I

anuduiuslnddamsmeidon lasmansalieneifiduennawietuduvesgyme egls
fnnunisadregrudoyamanideddiuamuiuunnuadldnaniu Wesndeafususm
foyafduonniifiomeg Mnyaeadosasdefienadudiedoiles mnanviotuduneszayme
sufagfvosynragymnis a Yagvu dnsdadegruteyadidueiionsnsaaounais
ANe1AIEAs WV 9977 (National Forensic DNA Database) wdalunangquszinasialan tnsan
s1verandnsiUadunlumfuusnliule.e. 1995 National Forensic DNA Database é’amgﬂ%’m&%
wislumaneUszine Wuusda Buils Unian Tsana waziweside wazdn 13 Ussneluuay
agAusl3ni Butler, 2023) dnluvszimalnedlifigudeyafidueuisnd Midssgudeoyad
swsnlasantuddinermans (CFS) deldusglovilunisadaasnfionsgyingsy nsiigay
uARadMIY kazn13susesnuduiniuisn diugiudeyalusedvuiuivfdisgraugy

¥ a e

g1udeyafduievadinsivaina (INTERPOL DNA database) ilugiudeyafiduessduuiuead

<9 Y

Tngyiiantulands s JagUull DNA profile 11nn31 280,000 TUslvldandssvinslu 87 Useina
an@nldiiiedrelunisdvauaiionvginssulaenisiseuifisudidueainiinmaiulusindlu
giudeya MlluszswAandnveshsvanaaunsadalusindgadueludigudoyals uenainilds

anansaldiiessyypraiidedin asdodnnsevianuiiavseviesaludneae (Butler, 2023)

UNIATIZI

MnsgazBemiamueiiviausluuneniuUiiemid Fduimsldinade FOP lasnsih
\n3osnevaiugnssuludiueiiannsaldiunsdnvarneamenmiiusngdaanaisuen
(EVCs) vosmywddmiumsldaulumsdiinermandiu fuuumehueiinmundulutiogi
anunsavihednuuznsuenualeUsTivildegwiuguaznsaisnmiiaadluntiainfeue
fauysaidieldusslovidmiviuiiinemanuarlunssuiunisisssuiilndfssiuaudu
W3anBatu egslsfinudinsiosdinsAnyiuasidefiufuiionaaouuasBududoyadildan

[
= v v

Uszmnslanannnniviielvdianuvainvaneanngslu wagnsiaaeuanuduiusuesdnyne g
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[
% =) a

MeMNANUA U BRI e UALEATRIUTEANNTILY e lilauTanan1syiuiendinanulug

meadrngeenunsatluldlumsjuatunuiiinemanslanseunquinlan

Snapshot Prediction Results
Composite Profile 1AACPDMO-17-722895 Stpshot

\Victim Photo
Predicted (mm) & Excluded () Phenotypes

skin Color—— DI Sex:  Female ¢
Brown / Dk Brown (99.4% confidence) s

NOT Fai /Lt Brown / Very Fair(99.4% confidence) Age: | Unknown

(Composite shown at age 25)

Eye Color Body Mass:  Unknown

ye (Composite shown at BMI 22, Normal)
Brown / Hazel (87.5% confidence) : ;

NOT Blue / Green (99.99% confdence) Ancestry: African

Admixed

Hair Color
onfidence) |

Black (99.99% '

NOT Reddish (97.6% confidence)

NOT Blond / Brown (99.99% confidence) o~
Freckles| 222|] —

Zero (90.6% confiden:

ce)
NOT Few / Some / Many (90.6% confidence)

AMA 6 nan1s¥iIe EVCs wazuuusiaadluntiian Snapshot DNA Phenotyping Iae Parabon

NanoLab iigufiunmaievesidetinlunfennsnssy Shaquana Marie Caldwell (Parabon NanoLab)

un3ansal

Tutlaguu FOP fusnisnsiasisilagusemenau Wy wistueu wiluuaud (Parabon
NanoLab) @sl#$unuaiuayuainnsznranailvuanigeininii esiamn Snapshot Forensic
DNA Phenotyping System %qLﬂuﬁzwﬁmmiaﬁwmm%mamqﬁuqmam dnn Any din N
freckles (3AN3%) uazadeuuuTansgUnti1vesyanaldodeualugusludaui Tidorfnay
Snapshot Forensic DNA Phenotyping System gninunldlagvtigausungvungviangsoe s

v o

mlan wetiglunisairauizua Iianduiresasdauaradameninensluainidsiniiueg

'
a v v

wazARTAnTuINUIUAIEELTNS W UinIeviRalila dreg1swetnfonvaIngsuil Snapshot DNA
Phenotyping fduyielun1sainatunnfe ARYAINTIU Shaquana Marie Caldwell Tuduns?
14 fguieu A.A. 2017 1¥IMLINA1593 Anne Arundel County, Maryland @#3gessnilasunds

Y

Ay Desegegunss gnaauieiily fuunmddudvguididedindundgaeny
Uszana 20 Tuagmadignenanssumdsainnisivaudesiulianninssyinuosideinld
#513939ldRnsiauTEM Parabon NanoLabs wiselduin1s Snapshot DNA Phenotyping lun1s
afunmdnvaivedediniiiensszyfau ndsann Parabon NanoLabs lédaedlunth (ami
6) wagdoya EVCs Iedsliamihiididunsdoussysmuvesiidedinlalutud 13 woadniou

A.A. 2017 wazthlugn1sdunuananstafeunumiuvause (Parabon NanoLab)
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ungay

walulad FOP duiivsslevdesnaunnduiiinermaniuasnszuiunsgfisssy siufid
dutslumsivmussumuluafiowgnsslaodmihiiginungmne wivaluladinios
fnstmuniielriinugndes wiuduazindoto thiluldlslusnisuazdnduazdesiinisesn
nnsndeuuazngmineiiseunau fany iledriansldmeluladdluunsd Tnefinanimaaey
FOP vieillulyifiuannasenunsusuuunmsyineuaziuutasslumidmuiidu “Humny

119z0u” (Probabilistic) Tl “nafiwdusu” (Deterministic) N1stdian1savaIuaIunsavinle

=

win s lulfdundngruludueasiainlaen wislunsdnnnszvidadnisiud suwias
annuandeuvselauwas EVCs 8199la 1 deuiudeudny nisldreuunanudiveiUaed
a1 wsensvidaenssunarafnilusu itbinanisyiweasluassivdnvasiiusngdaludagiu

YoeNIZIAMLAR wenandasiinisdndauazeyynlild FOP lun1snsiaaeu EVCs unis

aa v

wmgiuiegenanuiiameinty Jadagduidulanuiaaiangafdva vaneqUussina

va v A‘LQJ 12

ngrunelatygAiiuldnnuiimiiniadneidmans 1wy n1sinnudIne GPS 1A3asdlawiiy

o

Uszanndudauargunsaidnilades Sadnineremansavaninsnasiuasinwgunsalmaiula

[ |

at iUz angainudanaiu Tunsdives FOP Awwdeaiu mstdeyafidweaingiudeyasie

a1

uldussleviinlifindsdousonnndiyanatuluuiUssmadiadunisasdindvdiuyana

@ 1 LY}
LagANULUUEIUA

JDLEAUDLUL

[
X v a

Tuuszmalneaisiinisdnsegiudoyan1elfinemansurani (National Forensic DNA

<9 Y

a s (Y IS

Database) Liloifiutayae1vgnsainadsiieg sudsdeyafiueainvangiunedinmdiiuls
Mnfiamauazaniiszyiuanalild Ssputeyawianitassodeulosdeyatugudayaly
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