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Abstract

There is an increase in online child sexual exploitation on the dark web since it
provides better anonymity to users than the surface web. This review article presents the
current situation and trends of child sexual exploitation on the darknet as well as how it
could be used to sexually exploit children in order to raise awareness of the darknet threats
to children. Furthermore, child sex offender classification and case studies of darknet
marketplace seizures and prosecution are reviewed for the analysis of criminal activities
related to child sexual exploitation on the dark web. The analysis are mainly based on

criminological theories, including the Space Transition Theory, Subculture Theory, and
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Social Learning Theory. Lastly, recommendations on darknet-focused crime prevention and
investigation are proposed to help support policy development for law enforcement
agencies and reduce the opportunities for child sex offenders to engage in child sexual

exploitation on the dark web.
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Marketplace
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FmulaWmun Silk Road 2.0 Yuuilasdinguszasananiiiaiduroaniedmsunisdevie
waniUasudealunau1asin (Evans, 2019)

Tud a.a. 2014 WA veauldnguaneiinisdunuuies¥1sa (Richard Huckle)
g18ange ludemiiferdesiunisanasdamananniammaneniniazesulad lnansdunu
WIB3P1TATUN1INNTVNeNad U I UleRila The Love Zone lusoamsidsuazsingy
lngdsnsnseyhanuiavesueiysadudnuazyeinisszann i ondnuazneknsdoaiun
au19136iN (Crowdfunding) W1wiiulediin PedoFunding L g1andnn1s3 R nansuduan
usngludeaiunewnnsianaastasuameuwnuiimanzaunanisuansiy ng PedoFunding
fisvuunimualidnanazsumeunsviseddesdoauneuansiiniinundnuntinsalelinnsseay
Runu (Ruanafdvia) Sednnutudmseiiunininvualivindy Jevhligndedsglaunninay

IS L% 1 a ! < ! g & a s Y1 a
wazdiusadumalalunisalsasidamanasaiinsialy (Acar, 2017) el wigswialaalsaziiia
nManasaLinAIeaueInig Wewindiuvhauduagaeunwidinguluniadowazgiinia
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Funyiueandedld lnanuitlugae 9 T wigsvsaldvudulasarazidinmananainuinniy
200 Ay uazildearuneunasidnluaunseuasesnnnit 20,000 Tid Fadniignalsaziia
Tnsugdmsasefiiongosiianionsifios 6 ieuwitdy lneueivsalddednduenugying
Tsalasiind taaf1ef aalulsed@mansansive1mndng (Britain’s Worst Paedophile)
waziubidedinannisgndesdeniedunseyingusiwazenseninagnitaniud a.a. 2020
(Mills, 2020)

Tt A, 2015 drilnenudvaludeuaiuna1veEansgeisng (FBI) tnlufufnisguan
Fsmuasugy (Operation Pacifier) ¥nmsduaudunugnseyinauiin 186 auiivafudiiuns
Suladiinfidedn Playpen FeflaunFnuinnin 215,000 aulutienaiios 6 leutuudinsde
Tiusnsvivled (Carter, 2016) Inanisaiunafiunuisadinu (Steven W. Chase) fasraiules
evanviieanninwadvedian 30 Yud a.e. 2017

Tul .6 2017 ssraeestulasiuvinisdvaruasuaiuiunirssudinulengnune
seuinadsemeaiiovhnisUauasiuundufifsddestuiuled Elysium daduiulediinifing
waniasudeanuneuinsiinvesiiidulsalasifinuazervgnsdudinanamyselovinane
1nudin daun@nnd 90,000 aukaziimdonsarsazdamanadaduinogsiiigaiiies 5 T
ludnsdunudnsevianuiialuvaieUsena Wy lwesuil eean3e 8n1d Tiduaud @iy uax
dlSauea (Europol, 2017)

Tutieaiu a.a. 2017 widreaudsruldngmne loun d11nausisauagis FBI DEA
Europol wagnineauduluyssmeiisesuaus ansiwenanidng uauian avaude uasnSueals
faufululfuAnisaruvatedu (Operation Bayonet) lun1susiuusiuivlesd faalan
Tnefimunendndeciuladlve 1aun AlphaBay wag Hansa Iﬂaﬂﬁﬁamiﬁlﬁﬂ%ﬂuﬂi%L‘Vlﬂi‘VlEJ
loun nMsdunuuIBalanewns (Alexandre Cazes) WW1vouIuled AlphaBay Fateindunanie
aauiauwiummamiuiaﬂLLaJvammw Silk Road 4 10 Wi (n il 2) finsdoueuaniudsuaudn
mﬂgwmammmwm@ A3y onsiiou lena1sUasy Saurf niesdlelayszuuneuiinnes
doamneunasiin wazdu 9 111N 350,000 18115 laguweidnuuiaslauandnauLes
senIgnAuANmluUszmelng

9¢19l30 7 ndvann1Inadauazdnivlesdin AlphaBay §9din30U 8 3uN5891
mnuiasedudsgninmudunuiiegodisdeiiles 1wy assenynilne fouaszuu uazyanadud
Aeades uenanidaiyanaiiliuiuulein Desnake Fudoinfuyanalnddnnieiiornveauise

[y

Bneuasldesninnaniudemavuii AlphaBay 3 sduuulmlldiAnduuduasiissuunisunta
Fnunaznstsziuanandviaiianunindu (Greenburg, 2022)

wonand ludiferrudsddnufoinsnds ldun Ufvan1stedior (Operation
Blackwrist) Ingmnusiuiovasniisnudsduldnguunslulssinalne ansgaisni ovanside
LAZDIANITAITIAAINE (INTERPOL) Geviinnsdunuaduadduidnvenivlediiad dAnniu
11NN 63,000 Auttilan uarannsndiewdomdedududnlduinndt 50 au Faagnszsi

AuRaLavmbeutsd@lualng (INTERPOL, 2019)
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THIS HIDDEN SITE HAS BEEN SEIZED

Since July 4, 2017

e Federal Bureau of Investigation. the Drug Enforcement Administration
rough Europol

PGLITIE : * =EURCPOL

Al 2 wansusznAnisasiadauaztaiulediin AlphaBay Tul a.a. 2017

Tt a.A. 2021 83AN15911593815U (Europol) lesauiumhesnudaduldngmungludseme
auBnananglsy ansgewsni wasansiverandng vinisdunuiiulediln DarkMarket 313977
< 2 ¢ A & & i | A | A a v < &
Judvledivenisuaamuselevimanesannilngigatulan Tnenuinfandngldnuivled
1NN 500,000 518wazdIungUIEuNINNIT 5 WUEa114UIM (Europol, 2021) Lazuenainiiy
o ) o a Av & fA Ao P 9 ) ¢ ' 2 a
gaiimsdunuanduadiuiulediinninnuiedesiuniswaisnusslevinianasewnnanvaie
578 19U Dark Scandals, Hydra, Versus 1Jusiu sfiguuuunisnszvinaauiinlndifesiuiigide u
Iaenfiia819u LA TR

MIlATzingAnsINveawINTkaImUsElovinawadadnuuiuludiin
waAnssuandeaiuneunansiinniensuarnusslevimaneseifnluguuuusiig 4
Liiudnazdugeunield Snferdunsarsazifionanadodindadasldfunisduases dasie
ngvne wagliduflvensuvesdany ety o nsTndesnisdmunsuaisusslevinig
wandnluiuiivieanmuedeuiiunnssluananinundesialy nanide mndugaads
Preuiilanazidumedidn nquomnnamaridfvsfonfunsliiaegmanaiavioaniuiidy
dmsumstereuanidsudeaunouaainlusluuundide At viedetufindidnnsofing
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Suwmesillnuniu NMsTerewaniUasudoaiunouiaisandulasunuiinisnszyinanuiauly
laneouladuazdn1sunsnsza1eeg1959aL59 wazaaund odAune 181091 NA1AE I
lav19zduniasguiontaenaulunisdesiunazauviated oarunauiaisiinesnain
anwinaenosulallundegn 1w wesesdienisnmadukazauiieniaunauiansiinuudeday
soulatuazin1sAuaInys VUMY INTUAEE19939991NTY T INT a9
Uszlogimanannaniuunldiivleddaduiiunlunisdevsuaniudsudsaiunauiaisiin
= 3 Yo I3 3 W oy a Y
Feagwiuladngusuunmisuaramusylevimanaainianenaaslalainisildsuwdasuinin
Na1IA9 91YYINTTIALLAMIUTELEYUIINNITATOUATOI NAM WELNS 319U NT0VIA

| = o < ' 1 a = J N & A o a o & dda
WNINa1eFdoanunauaTneg A iWesusasunuilunisnseianuialuGanunig
ANULALBNTYNANALTUNNTREANINY Aud NN “laliniluvialut” (Old Wine in
New Bottles) nanafie nsnszihaudaveserwgnsuuivleddamiiouaziiudowdant us
@ ' & a = & Al a 1 a [y al' & A <
Ay vuiug UL siUdsui Ui lukuuRnguRgIfunsWasuiunneneamdulan

¢ v = o ) a a v N & A .
poulall {isuIWMENNTVRINGU 1Y INENIMENTUAsURUaN LT (Space Transition
Theory) N lsuiunlgasunedsingnisaleanvyinssunianalulagves Jaishankar (2008)
1IATIZAANLUIANTIND1INTURUURBUANNINADUNS DN UTNEMTUNITATZIIALEA LU
o & Advee Y ! a A a A o X o &oA [
fanunnidninaenduniuazaziananginssuiasluaniauioagluiuilug Al Weusuwn
funsansuansiUsslesimanaseian azdiulsitevginsenainginssunusiazldilame
Teudisadeumanafureunnusedamenulszneugsiaieaiunsideaiunauiaisin
Tudspuialy usiilleowginswanegluniuiineluivleddagdianudeirdnisundadauld
wazinnziluymaailsuiy (Dissociative Anonymity) Aazuanseandaiaufismufnmnudowas
snanwalfiuiasses U uaznafiaznszyhanuRauuivleniinunniy
wenanil Mmsfiowgnstiumuiuludvleddavilnaanissiudiuduguunioday

naugesfidiantzynnanddaladnldludwiesdu laun nisuarsmusslovunianmainiin
angnsnnauiiedlunquilfsdianuidniinuldsuniseensuiudiuniwesdruiunnsisain
denunalugsliisausuyaranaiil Fanelminiausssuses (Subculture) THAMuLTssuLlUIN
U391 IUv0IFIAY Fea1unsawdauleaiunguimusssuseadda (Blackman, 2014) 1883910
g1vInsnauillaauisavensuiausssundnvesdenuls Jansiudiduaiieiuusssulny
Fedadonguunsluivleddiauaznereiuareneauuifauazuunuiualiunaundnlungu wu
msgeneanselgnilaunfninnisimaduiusseniradnuasiivgdusesund (Normalisation)
lnsnavinanlilasuanudemeezlsuazaziinuguannisfmaduiusiu 1Jusu wenainiu
gaiinsiseuingAnssuiunglungy Jeazasnndeiungufnisiseusniedau (Social Learning
Theory) Iag Morris and Higgins (2010) taisuimgufiunldasuisorvyinssunanalulad
Wnendunsazilanswgdunelya Feamnsaiiuniiaseinunsainisualsuselogunisne
=] I3 5 [ Y] A I3 5 = a = Yoo
sanlwdvleddalaguiu ndfie onvginsluivlediinszdnsuaniisuseusisnisuas
wellalunisdeadrundensenisvauidenisianudunuveadminideduldngvane lagnns
SeuingAnssumaiionvviiowynsuthniviesvginsiinsgyhanuialdiewsann gy
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AsBUATBsABANLNBUNSANITBseg e Tuultuivgiamunssiuamuieusdunisnszvi
Aiinlel 19y enaaiiannlugnisasazilinmanaieiinlunisnigamuasnandeaiuneuians
wnumeunsuazsmieluiuledsisoly Sandueanseraiinislisetavieduniiloduaiy
atuayungAnssuvese v liiusgdlalumansgienufinfifeusanntudndae
wiewannsuazinivimsvareviiuealedniuivedaniulediinaza unsaunle
Aanunazduaissd (Safe Haven) dwmsvaivginslunisuaismiussloginianaanan way
i Seduldnguanefianuiimisuazguassalunisdesduususue vy Inssuuy
anmwandouduil lnslanizegnedamsuauasuauiideddaudaudemganizeay
AnusmilorislunagszninaUssine wiagnslsfinu msfvaiuaeuauvendmihAdsduld
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flduanmansgrianuisliiasdunindausuuulaiony fed madinsafuesiuny
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Funudwlnginfyaainsanvaisdienateniadud i sateddusiuvuresyfuanis
(Operation) wagyinsnsaduvateanuiilunateusemalunaniendu dedatedlonalali
DIV INTINAENYTUNANFIUVTONAUNTNTATIVAUTUNY
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AsvdeuLazAnmui eauliuledilind 1A vadosdunisuaramussloninanaseiin 1wy
1A53N158851A1A (Project Arachnid) 993UszInALALIAT 1ATIN1TWEY 183 (Project Hades)
yossemaanisowing Tasenisavenlad (Spotlisht) vesesdnssesu (Thom) ludy uenani
Tuguvainistesusulilfesginsidanludvlediianssiamnufaluanninfuiiaang
wenguiazemdoyanaiidesnsndvlaietitindeelsalasidn daseninmslidemasun
fnszvhauinuuiulediin (Dark Web Support) Mugemnanislidmyinudaeaudsegluna
msrunivladiianiesylulavansie 4 MAsdosiuivledfidinguszasdlunisuaiom
Usglominmane wedesduldlfifinnisnszyanuind uviedestunianseyanui g
(European Union, 2022) T,msm1'5113’9-%’1%%154'mﬁui%ﬁﬁ@ﬁﬁﬁ%aﬁﬁaqﬂﬂaﬁmmﬁm?ﬂmmﬂﬁ
anwaunglafiesdamedeyainnnimsusnwsiutessung
unasuiasdaiauauue
Sulsdfiaduiiufindsiigaldoudmiumammusslovimanadeinesulatiuay
fuwnltunsnssiarufiagsiudsenudvimanaluladuazmadfefiasainiu unanui
Jaliaweaniunisal nIAlANYT JULUUNIINTEYINALAR WaETATIEINGANTTUVRIBIYYINT
Awaanusslovimanadsainuuivlediinusznousunguinisersgrinerfifeados aun
wqwﬁmsmﬁauwaaﬁuﬁ (Space Transition Theory) Mg iausI51584 (Subculture Theory)
LAENG ¥ N15I38UINEIAY (Social Learning Theory) Faasdtuldinoaynsaulngfinnude
Fansnsgyianuauuivleddauazn1svingsnssuninsiulukvanafdviaszaunsaunle
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