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Abstract
The objectives of this research are 1) to study the characteristics of data in the
dimensions of personal information, personal behaviors and commentary information of

offenders on social media; 2) to investigate, track, record, and analyze the data of
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offenders on social media by using statistical Big Data techniques and 3) to classify social
media offenders by using statistical Big Data techniques. The results of the study found
that there were 4,974 Twitter accounts of social media offenders and could be used to
count the keywords from every account's hashtag in 1,035 keywords. The results of the
python program are able to classify offenders on social media showed that there were 11
of the Twitter groups of social media offenders, while the highest number of social media
accounts of offenders committing illegal activities related to pirated products was at
19.44%, sex toys at 16.32%, prostitution at 13.739%, illegal firearms at 9.95%, online
gambling at 9.17%, informal loans at 7.64%, illegal drug at 6.94%, forged documents at
5.19%, narcotics at 4.70%, other crimes at 4.66, and wildlife trading at 2.25%, respectively.
Moreover, the results of the correlation of the offender information on social media by
using an open-source intelligence tool with the Maltego could be used to effectively

search social media accounts of perpetrators in the police work.

Keywords: Big Data Analytics, Social Media Monitoring, Social Media Offender
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