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Abstract

Nowadays, digital devices have been widely used in the daily life of humans.

Consequently, the number of cybercrimes has been increasing significantly. Moreover, the
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processes and methods of dealing with forensic evidence examination involving digital
devices must have more complexity and credibility.

The purpose of this research was to study the guidelines which were used in the
digital forensic evidence examination in Thailand. The study, qualitative research, was
divided into two sections. The first one was to conduct documentary research related to
guidelines of digital forensic evidence examination of four internal and external agencies,
namely 1) Electronic Transactions Development Agency (ETDA), 2) National Institute of
Standards and Technology (NIST), 3) Scientific Working Group on Digital Evidence (SWGDE),
and 4) International Organization for Standardization (ISO). The other part was the in-depth
interviews. The interview data was collected from the key informants who currently work
in forensic science agencies in Thailand, namely 1) Technology Crime Suppression Division
2) Central Institute of Forensic Science 3) Department of Special Investigation (DSI) and 4)
Office of Police Forensic Science.

The results collected from the documentary research show that there are nine
steps of the digital forensic evidence examination. Also, the results obtained from the
interview reveal the problems which occurred during examining the forensic evidence
such as lack of understanding the purpose of sending the evidence to the digital forensic
laboratory and lack of professional expertise in the area of forensics. This research could
be the standard for developing the digital forensic evidence examination in Thailand in
the foreseeable future.

Keywords: Forensic Examination, Digital Evidence, Guideline
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