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Abstract

Techniques used in the examination of digital evidence vary greatly, depending on
the purpose of certain cases that may require a specific tool or a forensic software.
Whether it is an open source or a commercial one, the techniques must emphasize on
the infallibility and reliability. In this research, a comparison of an open source tool
(Autopsy version 4.10) and commercial tools (EnCase version 8.08 and AXIOM version 3.0)
was conducted to evaluate the capability of forensic tools. Features were set, including
image acquisition, hash value calculation (MD5, SHA-1), the identification of the deleted
files, the recovery of the delete files, report making, The three program tools were used
in analyzing and creating data for the analysis of Solid State Drive (SSD) and Hard Disk Drive
(HDD). The comparative analysis concluded that commercial tools could analyze more
features than those of the open source tools. In addition, the recovery of the data from
SSD was failed due to the TRIM command whereas the deleted data from HDD were

successfully recovered.

Keywords: Digital Forensics, Open Source Tools, Commercial Tools
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Al 1 druusenauneluaes Magnetic Disk fu Flash Memory

f31: Joshi & Hubbard (2016)
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00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 0O 00 00 00 00 00 0O 0O 00 00 00 00 00 0D 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 0O 00 00 00 00 00 0O 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 0O 00 00 00 00 0C 0O 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
00 0O 00 00 00 00 00 0O 0O 00 00 00 00 00 0D 00 00 00 00 00 0O
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MName Extension  Modified Time Created Time Access Time = Flags(D...
= wilndayaianaisExcel. xdsx wlsw 2017-12-1915:47:05 ICT  2019-04-13 15:14:11 ICT - 2019-04-13 15:14:11 ICT  Allacated
= wilndayaena1sPOF. xsx w5y 2017-12-19 155035 ICT  2019-04-13 151411 ICT - 2019-04-13 1501835 ICT - Allocated
¥ Logfile.xdsx s 2015-03-14 0} : 9-04-13 15:14:11 ICT  Unallocated
¥ pic2adsx wlsx 2017-12-06 1§: ‘,Lwéﬁﬂﬂau‘lﬂ 9-04-13 15:14:11 ICT  Unallocated
¥ Admas3.xdsx s 2018-04-17 1§ U 9-04-14 12:03:33 ICT  Unallocated
¥ uandiesue3vio -wixls xls 2018-11-14 11 9-04-13 15:14:11 ICT  Unallocated
W UHUWANTIE AAW.IUE3 Fa Hed xS s 2018-11-23 1§28 10 ICT  2019-04-13 1501011 ICT - 2019-04-13 15014011 ICT - Unallocated
¥ wiudayaanasWord. xlsx wlsw 0000-00-00 00:00:00 0000-00-00 00:00:00 0000-00-00 00:00:00 Unallacated
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0x00000000: 00 Q0 00 00 Q0 00 00 00 00 00 00 00 00 00 00 Q0 L.............
0x00000010: 00 Q0 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00
0x00000020- 00 00 00 00 OO0 00 00 0o a0 00 00 0o 00 00 O a0
0x00000020: 00 Q0 00 00 OO0 00 00 00 Q0 00 00 00 00 00 00 00
0x00000040: 00 00 00 00 OO0 00 00 00 Q0 00 00 00 00 00 00 00
0x00000050: 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00 00
0x000000€0: 00 Q0 00 00 00 00 00 00 Q0 00 00 00 00 00 00 00
0x00000070: 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x00000080: 00 Q0 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00
0x00000050: 00 Q0 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00
0x000000a0: 00 Q0 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00
0x000000k0: 00 Q0 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00
0x000000c0: 00 Q0 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00
0x000000d0- 00 00 00 00 OO0 00 00 0o a0 00 00 0o 00 00 O a0
0x000000e0: 00 Q0 00 00 OO0 00 00 00 Q0 00 00 00 00 00 00 00
0x000000£0: 00 Q0 00 00 00 00 00 00 Q0 00 00 00 00 00 00 00
0x00000100: 00 Q0 00 00 00 00 00 00 Q0 00 00 00 00 00 00 00 - . -
0x00000110: 00 Q0 00 00 00 00 00 00 Q0 90 00 00 00 00 00 00 L. .........
0x00000120: 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 ... .L.......
0x00000130: 00 Q0 00 00 Q0 00 00 00 00 00 00 00 00 00 00 Q0 L.............
0x00000140: 00 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00
0x00000150: 00 Q0 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 - R
0x000001€0: 00 Q00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 Q0 L.............
000000170 00 00 00 00 00 00 00 00 Q0 00 00 00 00 o000 o0
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pO= D Y =
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» DO $Extend [ 4 | [ wosh AU, 1007 .Xlsx xlsx File, Archive Docum|
4D § $RECYCLEBIN
SO S-1-5-21-1209708053-13970 uuuvlsHUHULNS AAES Sz 5 WAls) File, Archive Docum|
Lol S:1:5:21-1494212070-29909 File, Deleted, Archive Docum|
' M v 1 & 3 File, Deleted, Archive Docum|
A1 HeX lmlﬂmﬂ’]l’ﬂu 0 8 | 3 wanaaeub3V10 - wixls xls File, Deleted, Archive Docum|
9| [B unusaniny nAWAU63 A4 o xls xls File, Deleted, Archive Docum|
|22 [0 o . -
SO System rmation 110} [} Logfilexisx xlsx File, Deleted, Archive Docum|
2 1<
Fields W Report B Text| @ Hex| B Doc [ Transcript @ Picture ) Console =+ File Extents 4 Permissions B Hash Sets Attributes O Lod
¥ |Options "A Codepage~ A TextSgle~ M Find | &1 Z CompressedView | & &

50 4B 03 04 14 00 06 00 08 00 00 00 21 00 62 EE SD 68 SE 01 00 00 S0 04 00 00 13 00 08 02 5B 43 6F 6E 74 €5 | PK----------!-bi|h*---|-------[Conte
046 6E 74 SF 54 79 70 €5 73 5D 2E 78 €D 6C 20 AZ 04 02 28 A0 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 nt_Types].xml ¢--( Tt
o2 00 00 00 00 00 00 00 00 00 00 DO 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 ©0 Q0 QQ | -~~~ - - ===
1de 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 00 00 00 ©O0 00 00 00 00 00 00 00 00 00 00 00 OO
14200 00 00 00 00 00 00 00 OO0 00 00 00 OO OO 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 OO0 Q0 00 90 OO
19000 00 00 00 00 00 00 00 GO0 00 00 ©0 00 00 00 00 00 00 00 00 00 00 00 ©0 00 00 00 0O 00 00 00 00 00 00 00 ©0
246 00 00 00 00 00 00 00 00 G0 00 00 0O 0O 00 00 00 00 00 00 00 €0 00 00 ©O0 00 00 00 00 00 00 00 00 00 00 90 ©O
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@ AnAanab3 sk xlsx Deleted File: 10,687 20-May-19 13:00:40
s Deleted File 9031 20-May-19 13:0040 Status
8] Logfilexdsc xlsx Deleted File 24756 20-May-19 13:00:40 Name |Path Type MetaData (Full) Chang
@] wnuaning nan.we3. ads Deleted File 26352 20-May-19 13:00:40 Orientation: 1
XResolution:
als Deleted File 38912 20-May-19 130040 2000000
=3 72483 20-May-18 130040 YResolution:
72.000000
I 81,601 20-May-19 13:00:40 .
meee i ResolutionUnit: 2
\ Image 13,501 20-May-19 13:00:40 YCoCrPositioning: 1 [, popc
W L Image 16298 20-May-19 130040 538.40|DXifVer: 48505049 |00 L)
annnauy IMG_1973.JPG| /private/var/ mobile/Media/DCIM/121APPLE/ |Jpeg ExifCompConfig: 12 3
U Image 53362 20-May-19 13:0040 KB | utc
H ~ . ltpevica ™
< f
] vL .vL va 1 g
oETAILS A1 Hex hallasAidu 0 .
TEXT AND HEX J\ /l %
View
Source Excel\pic2asx
Currentoffset 0
0T0  FIND  HIDE DECODING
odoo 50 4B 03 02 14 00 06 00 08 00 00 00 21 00 62 EE 9D 68 PK..........!.bi.n |4
ofis SE 01 00 00 90 04 00 00 13 00 08 02 5B 43 6F 6E 74 65 “...........[Conte J
oq3e 6E 74 S5F 54 79 70 65 73 5D 2E 78 €D 6C 20 A2 04 02 28 nt_Types]l.xzml ¢..(
ofss 20 00 02 00 00 00 00 00 00 00 00 G0 00 00 00 00 00 00 -eoouecoeoeeonns
ofr2 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00
oqso 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
ofos 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00
ofz6 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00
0444 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00
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Mame Extension .« Flags{D... MD35Hash Modifie
T SR — OGO TG T CODON CEOTEooTG T
. Logfile. xsx w53 Unallocated 997 38fc0273e8dFd1FE320a1d5d20670 201503
¥ pic2.xlsx wlss Unallocag=t e 10w P i [ 1= ] 2017-14
= s al |

¥ fidonas3.dsx wlsx U 'lWﬁVlgﬂﬁUiﬂ p9adedsh3gz6315  2018-04
¥ uandegus3vio -wlxls xls Unfloc 7fOel7eBzleeds  2018-11
¥ UWHUWIAT Y AAN.IUE3 9 tlod s ®ls Unallocated  47bFe33227b930dFcdd4d94a1 3027000 z018-11
¥ wlnrayaianasWord. xsx wlss Unallocated  affZacfzacb3557bed03esShezed7eazs 2017-14
y wilndauawanaisWord. xsx . Moot ted  d41dScd9sf00b204e0800998ecfa427e nooo-0g
< A1 Hex ldladandu o

HEX  Strings X'?Ieiﬁdab Annotations  Other Occurrences

Page: 1 of 1 Page Go to Page: Jump to Offset |

0x00000000: 50 4B 03 04 14 00 0€ 00 a8 00 00 00 21 00 41 37 BE. ... T n7

Qx00000010: 22 CF €E 01 00 00 04 05 o0 00 12 00 08 02 5B 43 B + N [c

0x00000020: €F €E 74 €5 €E 74 5F 54 75 70 €5 73 5D 2ZE T8 €D ontent_Types] .xm

0x00000030: &C 20 AZ 04 02 23 RO 00 02 00 00 00 00 00 00 ao 1 i

0x00000040: 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 L.
0x00000050: 00 00 00 OO0 Q0 00 00 00 ag 00 00 00 00 00 90 90 ... .....
0x000000€0: OO0 OO0 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 L.
0x00000070: 00 00 00 00 Q0 00 00 00 ag 00 00 00 00 00 90 90 ... .....
Q00000080 00 00 00 00 00 00 00 00 a0 00 00 00 00 00 00 00 e
0x000000%0: 00 00 00 0O Q0 00 Q0 00 a0 00 00 00 00 00 a0 90 ...
Q00000080 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 L.
0x000000k0: 00 00 00 0O Q0 00 00 00 a0 00 00 00 00 00 90 90 L. .....
0x000000c0: 00 00 OO0 OO0 Q0 00 00 00 ag 00 00 00 00 00 90 90 ... .....
0x00000040: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 L.
0x000000e0: 00 OO0 OO0 OO Q0 00 00 00 ag 00 00 00 00 00 90 90 ... .....
0x000000£0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 L.
0x00000100: 00 00 00 OO0 Q0 00 00 00 ag 00 00 00 00 00 90 90 ... .....
0x00000110: OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 L.
0x00000120: 00 00 00 0O Q0 00 Q0 00 a0 00 00 00 00 00 a0 90 ...
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