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Abstract

Mobile devices, especially android devices have been used as a tool to commit many
computer-related crimes. Since these devices are not too expensive for people to purchase, they
can readily be camouflaged, hidden or destroyed. Due to modern technologies that enhance the
performance of these devices, there are so many functions to be used, and the storage is extremely.
Although we have various effective digital forensic tools to acquire usage data from mobile devices,
sometimes we have found that some important usage information such as communication with
voice messages or contacts from various applications via the Internet is unable to be acquired by
commercial softwares. This problem can affect the verification process. Using a proven
authentication technique by retrieving usage data from a database file or a backup file saved in an
Android device memory is also an option to enable complete device authentication. Hence, digital
forensic examiners need to know where to get access to those effectively android applications.

Keywords: Digital Evidence, Mobile Devices, Android Devices
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1.0 - (Alpha) 1 23 fugneu 2551
1.1 -(Beta) 2 9 NUATUS 2552
1.5  Cupcake (AULAN) 3 2.6.27 30 W8 2552
1.6 Donut (Iniin) 4 2.6.29 15 @Ay 2552
20 Eclair (eunas) 5 2.6.29 26 HA1AN 2552
20.1  Eclair (Bwnas) 6 2.6.29 3 §waAw 2552
21 Eclair (ounas) 7 2.6.29 12 4n51AU 2553
22 Froyo (nswiaulesise) 8 2.6.32 20 Ne¥AIAY 2553
23 Gingerbread (vuuies) 9 2.6.35 6 5UNAL 2553
2.33  Gingerbread (vunia?9) 10 2.6.35 9 NUAUS 2554
30 Honeycomb (329R4) 11 2.6.36 22 nunwus 2554
3.1 Honeycomb (339R9) 12 2.6.36 10 weun1AN 2554
3.2 Honeycomb (Sax‘iﬁyﬂ) 13 2.6.36 15 n3ny1Au 2554
4.0 Ice Cream Sandwich 14 3.0.1 19 fa1@l 2554
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4.0.3 lIce Cream Sandwich 15 16 5uPAU 2554
(wsuaiylornsu)
4.1 Jelly Bean (19aadu) 16 3.0.31 28 figuigu 2555
4.2 Jelly Bean (13a5du) 17 3.4.0 29 fa1Au 2555
43 Jelly Bean (13a5du) 18 3.4.0 24 NINYIAU 2556
4.4  KitKat (AnuAn) 19 3.10 31 panAu 2556
4.4W  Kitkat (AeuAndInsU 20 25 figugu 2557
gunsalauld)
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50  Lollipop (puu) 21 15 anAsl 2557

51 Lollipop (sugy) 22 9 fiunau 2558

6.0 Marshmallow 23 28 wgunAU 2558
n3Lalad)

70  Nougat (W) 24 22 damAx 2559

7.1 Nougat (yiin) 25 4 manms 2559

80  Oreo (l83le) 26 21 @9AN 2560

1.2 daulsznaunanvesaunIaiuaunsaen (Core Components)
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1.3 nulgUszU2aNanans (Central Processing Unit, CPU)

luszuuasuiwesdnlusdesiinulreyszatana elszuudjiAnis (Operating
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o o

System) AN13NBUANDIADYAAIAT LUN1TNALAIVANNITYINIIUYDIQUNTRIAIY LYW TEUU

q

@ [

13018 (Network), N13dnatAuteaya (Storage), N13uandna (Display) warn135UAEe (Input)
[ £% L3 f@ 1 LY o [ £% = o/
Jusu gunsalueunseeanidunuy Indunedszuulszuiananais lagly ARM (Acorn RISC
Machine) 1uniieUszanananans Fellanumuzauivvesgunsaldoasindoud 1lesain
IindsnulnilesdsliiUfomanuanuunnesuintn yibaldaulauumaiedilus

1.4 mi78A21331 (RAM and NAND Flash)

lugunsalounsesainiienudnnigly (Internal Memory %39 Internal Storage)

2 kU fAd Volatile (Random Access Memory, RAM) gz Nonvolatine (NAND Flash) Tng RAM
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zgnldarulagsyuy (System) lun15i3enly (Load), n15UJUR (Execute) wagn139anas
(Manipulate) Iud’mﬁﬁﬂﬁﬁymmisuuﬂﬁﬂﬁms (Operating System), Application lag Data
Tunaue?i NAND Flash 14lunns4fu Boot Loader, Operating System e User Data

Y
o

dmsugunsaldeansiAfountiu LUen8903IAN 1IN UNLALYUIAURIRUN TR

At RAM waz NAND flash Fsgnasiaeeanuilusuiuuves Multichip Package (MCP) Faamii 2

NAND Flash 512M/ 1G/ 2G/ 4G/ 8G

Voltage option : 1.8v 2.7v
I/O Option : 1.8v 2.7v
Page Option : 512 / 2K byte

Voltage option : 1.8v

Mobile SDRAM
! 256M/ 512M/ 1G/ 2G/ 4G /O Option : X16 / X32
MCP PoP
107balls 130balls 137 balls 149 balls 160balls  152balls 168balls
10.5x13mm 8x9mm  10.5x13mm 10x14mm 15x15mm  14x14mm  12x12mm
Height : 1.0mm / 1.2mm/ 1.4 mm Height : 0.7mm / 0.8mm/ 0.9mm/ 1.0 mm

Your Choice NAND Flash
Your Choice Mobile DRAM

Your Choice Package

A

A i 2 Tassasnsves MCP (Mobile Memory) (Andrew Hoog, 2011)

1.5 wingaudvdnaenld (Removable Memory)
| = ] 2 v v ¢ ¢
diulsenavdndssiannldlunisinudeyanislduvesgunsaluounsagd
Aa A uTTnnenla (Removable Memory) %38 External Storage lnggunsniuaunsasn

finflewld Secure Digital Card (SD Card) 1umiieAnud sy LieiuwneNg Feieaudn

sranandouniisanudvids Nonvolatile wasldimalulad NAND Flash wwusmeniu
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2. MInTANgaUneumEng uada (Digital Evidence Analysis)

#aNUeIN15911 Digital Forensic Analysis Aasiashiliiinnisiasunladlag seneunangiu

a L3 1
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Y

Weudaidiugunsaltesiunisileudeya (Write Blocker) hagdnuntoya (Imaged) lainilou

= 1 Y o
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a L4 A

ladAgueinssuIunInTIaiigataunsaldeansinfouiiuy fie n1sweneuldlyi
a P ] ¢ A P2 P vy o ‘YA %
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! A A (% o 4 a & 1 o o o 4 a : o
Undedie duvrylinan1InsIdliadlIANLLede wazyilinsEuIuM AT TTLAUAdY
Tunan1snianiganls Tvuneu feil

(1) Secure the Device n1sunosneiundngiulilimannisiudeundadlag vieain

'
% [} a 14 v

WHomLed uazaninlifidauiatesduneiundngiu Jse1ainasiratendngiunie
viliAnnsAsuuUasieyals

(2) Pass Code Unlock iilevinnsiingunsaldeansindeudilsind msilsissviariiu
Wldeuedeadusuduusn lnglisvasunudeyaaniiivesniowdrvinnislandensia
Mntuliiinimeseunisdildnuniasdnads eliifulaingnafigadludiesujiiinng
vannsaintateyamsidaula
(3) Network Isolation #nnnsideusefy ”q;zyjmm%ﬁdwLﬁaﬂmﬁ’umwﬁﬁﬁa;ﬂa

nszeglng uaznsdsuulaslayaniswenseiuiaseviene lnen1sly Airplane Mode %30
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(4) Packaging yinn3UsIiuefetanfusiiunzay aufennsdenligunsal
dosriumaidoudedynauniets Wy Faraday Bag iudu usiifemsmilsfewilotgunsalld
1y Faraday Bag w&athu aviliuunmesinundniesannaiesdasddndanuliiiannninng
Wefumdyananaietne fuiunisthats Power ie @18 Data méfwnm%

(5) Preservation guatlesiumeuvangulilifnnisdsundas wiegame ey
ihdedaresunig

(6) Delivery to Laboratory ﬁwﬁaﬁaqﬂﬁﬂ’ﬁmﬂmm%aﬁq@

Secure the Device

!

Pass Code Unlock

!

Network Isolation

!

Packaging

!

Preservation

!

Delivery to Laboratory

= & a wa 1 ca d' P a a
AN 3 Euumaumiﬂgummaa;dﬂimaamimaauﬂuamumm@mq}
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2.2 YuppumsasIvigatluiiasufiing

2.2.1 Data Acquisition

' Y
0y

o Ay v & v P a ¢ e a q
aantlanarlutssiuundiinszuiunmnsiafigalgunsaideansindouiniu
v a A o ' 2PN a ] Y % =
Aeang1g1unandeanisnseyinaenelviiinnisildsuudasseneunangulilauinian
Aty Feresinnisadadeyanisldauaingunsalfnaniietnlunsiaiiaan n1snsagteyanis
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Wenang L Nsaindeyanistinuguniniveunsesdaunsavilavaieds danwi 4
2.2.2 Logical Technique
& v v £ s o = | 5 = &
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v Y v A a [ LY a ¢ < a o Y a
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2.2.3 Backup Analysis
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