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Abstract

This article presents a new proposition of theorem in criminology called a theory
of Innovation Conducts Crime, which refers to phenomena of crime in today's society.
The purposes to set the theory as a conceptual model explain and predict the occurrence
of future phenomena. In case of new innovations taking place in the society, contemporary
criminals use innovations as a criminal tool. As long as the misuse of innovations is
successful, the criminals will adopt those innovations to commit further crimes. However,
each type of crime that innovations are supporting will grow more spaciously.
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ATM Skimming

‘Skimming is an illegal activity that involves the installation of a device, usually undetectable by
ATM users, that secretly records bank account data when the user inserts an ATM card into the
machine. Criminals can then encode the stolen data onto a blank card and use it to loot the
customer's bank account.

o Hidden camera
A concealed camera is typically used in conjunction with the skimming device in order to record
customers typing their PIN into the ATM keypad. Cameras are usually concealed somewhere on
the front of the ATM—in this example, just above the screen in a phony ATM part—or somewhere
nearby (like a light fixture).

e Skimmer
The skimmer, which looks very
similar to the original card reader
in color and texture, fits right
over the card reader—the
original card reader is usually
concave in shape (curving

inward), while the skimmer is
more convex (curving outward).
As customers insert their ATM
card, bank account information
on the card is “skimmed,” or
stolen, and usually stored on
'some type of electronic device.

Keypad overlay

The use of a keypad overlay-
placed directly on top of the
factory-installed keypad—is a
fairly new technique that takes
the place of a concealed
camera. Instead of visually
recording users punching in
their PINs, circuitry inside the
phony keypad stores the
actual keystrokes.

AWl 5 113 Skimming § ATM (SharkShows.tv, 2015)
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COCAINE Very good prod
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ketfuel 39 Cocaine Tested at over 91 Purity 0.59
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Bitcoin Ransoms Are Becoming More Popular in
Kidnappings

BIT-NEWS

“ON OCT 22. THE FAMILY OF
BILLIONAIRE PEARL ORIENTAL OIL
FERUSPERS I INDIA DEMAND BITCOIN FOR RANSOM CHAIRMAN WONG YUK-KWAN
PAID TAIWANESE KIDNAPPERS

$1.68 MILLION (USD) IN BITCOIN £
AFTER THEY THREATENED 10 "DIG
OUT THE EYEBALLS OR CHOP OFF
THE LEGS™ OF YUK-KWAN."
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