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Abstract

This article aims to propose the risk of threat exposure if information technologies or digital world systems
are misused. In this case, Thailand can likely become the target of cyber criminals, especially so-called “Advanced
Persistent Threats (APT) Actors”. In this regard, it is not only a new problem in the world but also as the challenge
of law development to compatible with relevant problems. The analysis in this documentary research reveals the
importance of cybersecurity protection law. The particular law can then be one of the tools to ensure the safety of
vital information infrastructure of public and private sectors. Also, it can serve for the human being in a borderless
world and national security.

In sum, this study suggests, for human security issues, it is necessary to balance the freedom of the individual
and the public interest for maintaining the security of the state. Cybersecurity strategies in the borderless world should
thus be formulated by a specialized agency based on transparency and indiscrimination. Moreover, cybersecurity in
the borderless world needs a clear-defined monitoring framework due to its direct impact on national and global
civil society actors. Meanwhile, collaborations between national and regional agencies must be integrated and, in
case of dispute settlement, the establishment of judicial or quasi-judicial bodies is required. However, to cope with
all global activities during the borderless digital world, strategies for addressing cyber threats in an individual country
should be in line with the standards or guidelines as recommended by international organizations. Furthermore,
“cybersecurity” issues should be defined as a key component of foreign policy. The promotion of cyber diplomacy
skills and the development of an organization with a specific objective of “global community involvement in cyber-
security issues in the borderless world”, which directly affect human security, are important. Also, a mechanism to

concretely create universal cyber security norms must be introduced.

Keywords: Borderless, Cyber Security, Information Security, Human Security
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Member State Score Global Rank
United Kingdom 0.931 1
United States of America 0.926 2
France 0.918 3
Lithuania 0.908 4
Estonia 0.905 5
Singapore 0.898 6
Spain 0.896 7
Malaysia 0.893 8
Canada 0.892 9
Norway 0.892 9
Australia 0.890 10
Thailand 0.796 35
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